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B pabote mpezncTaBieHb! pe3yabTaThl HCCICAOBAHNS HMHTOCTONKOCTH aBTOMATH3UPOBAHHBIX IU(POBBIX paJHOKaHATIOB, HCIOIb3YEMbIX
JUIL OJIHOCTOPOHHEH CBA3M B CHUCTEMaX MHOIOCTAHLIMOHHOTO A0cTynaB Hel Moka3aH OAMH W3 METOJIOB MMHUTAIL[MOHHOTO BO3JCHCTBHS Ha
aBTOMATH3UPOBAHHBIC CUCTEMBI PAAUOCBA3HU [2], OCHOBAaHHBII Ha HCIIONB30BAHUM JECHHXPOHH3UPYIOIIMX MMHTOIOMeX. PaccMmoTpena oxna u3
cTpaTeruii IMUTOHAIAJCHHS JAaHHBIM CIIOCOOOM M METOJ OLICHKH ee 3()(eKTUBHOCTH, a TAKKe Pe3yIbTaThl aHAIN3a HIMUTOCTOHKOCTH paJHOKaHana
TIPY PA3INYHBIX YCIOBUIX BO3CHCTBHS HMHTOIIOMEX O MIPOXOXKACHHUIO PaaroBoiH. O0IacTh IPUMEHEHHUS JTaHHBIX HCCIICIOBAHMI aKTyalbHa Ui
COBPEMEHHBIX aBTOMATU3HPOBAHHBIX CETeH PagMOCBA3U CIICUANLHOTO Ha3HAYEHHUS, a TAKXKe ceTell paJHOoCBsI3H UCIONB3YEMbIX B KOMMEPUYECKHX,
0aHKOBCKHX H JAPYIHX OTPACILIX, TPEOYIOINX CIIENUAIbHO 3alIUTHI OT MPOTHBOOOPCTBYIOMUX M KOHKYPHPYIOIIUX CTOPOH.

[IpeooneHre TEXHOJIOTMYECKOW MPOOJIEeMbl aHAIOrO-IU(POBOro MpeoOpa3oBaHMsl CHTHAIOB IMOCTYKHUIIO
IIMPOKOMY HU(PPOBBIX PATHOKAHAIOB B COBPEMEHHBIX TEICKOMMYHUKAIIMOHHBIX CETAX, XapPAKTCPUCTHKH KOTOPBIX 110
OOJIBIIIMHCTBY MAPaMETPOB MPEBOCXOJSIT PAaHEE KCIIOIb3yeMbIC AHAIOTOBBIC KaHANbI CBsI3U. CEeromHs 3T KaHAJBI
0CCCIOPHO 3aHMMAIOT BEAYyIIEe W TMEPCICKTUBHOE MECTO PA3BUTHH MPAKTUYCCKH BCEX TEICKOMMYHHKAIIMOHHBIX
ceTeil.

OCHOBHBIM  HATPaBICHUEM  PA3BUTHS COBPEMCHHBIX  TEICKOMMYHHKALIMOHHBIX  CETEH  sBIACTCA
aBTOMATH3alus TMPOIECCOB OOMeHa WH(OPMAIUCH, BO3MOKHOCTH KOTOPBIX PACKPBUINCh WMEHHO Onaromaps
BHEJIPEHHIO IHU(POBBIX KaHAIOB, B KOTOPBIX MPOHCXOJUT CHHTE3 ABYX IPOTPECCHBHBIX TEXHOJOTHil: HU(POBOI
00pabOTKK CHIHAJIIOB M HCIOJB30BAHUE JUISI 3TOTO 3JEMEHTOB BBIYHCIMTENIBHON TEXHHKH. VICMONBb30BaHUE HOBBIX
TEXHOJIOTHI 3HAYUTENILHO YIY4YIIAeT XapaKTEPUCTUKH KAaHAJIOB M PacUIMPsIET X BO3MOXKHOCTH, a TaKkKe 00NacTh HX
MIPUMEHEHHSI.

B Toke Bpems UCTIONb30BaHKE IU(POBBIX KAaHATIOB CBSA3M PACKPHLIO HOBOE HAIPABICHHUE PAJANOIIICKTPOHHOM
00pBOBI KaK B CIICIHMATBHBIX OOJIACTIX WX MPUMCHEHUS, TaK M JUIS KaHAJIOB OOIIETo MoJik30BaHus. Vcmons3oBaHue,
TaK Ha3bIBACMBIX, HMUTAIMOHHBIX TIOMeX B cucreMax paauwonoxasicHus (PII) 1o3BomseT  CKPBITHO
HECAHKIIMOHUPOBAHHO BO3JICHCTBOBATH Ha YCTPOMCTBA CEPBUCHOI 00pabOTKHM CHUTHAJIOB B IMIPUEMHOM TpaKTe KaHAla
cBs3u. OIHUM M3 BO3MOXHBEIX BAPHAHTOB SIBJISICTCS BO3/ICHCTBHEC HA CHCTEMBI TAKTOBOW W IIUKJIOBOW CUHXPOHH3AIUH
KaHana [2], mpuyeM Takas BO3MOXHOCTH CYIIIECTBYET B JIFOOOH MOMEHT ceaHca CBs3U (mepemadd curHana) (puc. 1).
Yamie Bcero KaHAJbl 3allWIICHBI OT HECAHKIIMOHMPOBAHHOTO 3allycKa CHCHUAIBGHBIM IapojeM WIH APYTHMU
crocobamu, B CBs3M C 4eM Ooiiee IenecooOpa3HbIM CIIOCOOOM SIBISETCS BapHaHT BO3IECHCTBHS TIOCIE 3aIycka
MIPUEMHON ammapaTypbsl B MOMEHT Iepenadd WHGOPMAaIMOHHON JacTh curHana (cMm. puc. 1). HemoctatkoM Takoro
BO3JICHCTBUS UMUTAIIMOHHBIX TTOMEX (MMUTOHAMAJACHHUS) SABIAETCS HEOOXOAMMOCTh BelleHus paauonadmoaenus (PH),
a Tarke oOeclieueHne dHEPTreTHUECKOTO MPEBOCXOJCTBA MMOMEXH Haj CHUTHAIOM B Touke mpuema [2]. Ho Tyt xe
CIIe/lyeT 3aMETUTh, YTO JJIMTEIHHOCTh BO3/CHCTBHS IMOMEXHU, KaK MMPaBUIIO, HAMHOTO MEHbLIE JUIUTEIBHOCTH BCETO
CHTHAJa, B CBSI3H C YeM TaKO# Croco0 MMUTOHAMAICHUS ABJISeTCS 3P ()EKTUBHBIM U BIIOJIHE BEPOSTHBIM.

T «MUMHUTOBCTABKA»
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Puc. 1. Bapuantsl npuMeHeHUs1 JECUHXPOHUZUPYIOITUX UMUTOIIOMEX

AHanmM3 pacCMOTpPEHHBIX TIOKazaTesiell BIMAIONMX (aKTOPOB IIOKa3blBaeT, YTO B OOIEM cilydae
3¢ (EeKTHBHOCTh UMHUTOHATIAICHISI HECET BEPOATHOCTHBIN XapakTep. [Ipn pemreHnn BHyTpeHHEH 3a1a4ui BEpOSITHOCTh

obecreyeHHs OHEPIrCTUICCKOr0 NPeBOCXOJACTBA MOKHO IMPUHATH paBHOﬁ P(h > hN) = 1 . Ho JaXXe B 9TOM cJjiy4dae

n3-32 OOJIBIMX JECTAOMIU3UPYIONINX (AaKTOPOB 3aJep)KKM CHUTHAJIAa Pa30BOW MMHUTOATakW OyAeT HeaocTaTodyHo. B
9TOM Clly4ae HEOOXOIUMO MPOU3BECTH MOBTOpeHHE aTak. OJHAKO B CHIy OIPAHHYCHHOCTH JUIUTCIBHOCTH CaMOTO
CUTHaJa ¥ 1O JPYTHM MPUYUHAM (HAIPUMEpP, CKPHITHOCTH HJIM YHCPIETUYCCKUX OTPAHUYCHUIT) BpeMsi, OTBEICHHOC
HAa UMHTOHAMAJcHUEe, OyAeT BCeraa OrpaHWYCHO. [IpW TakWX YCIOBUSAX, YUHTBIBAs, YTO YCIIEXy MMHUTOHAIMAJCHUS
COOTBETCTBYCT XOTsI OBl OJIHA yIaYHAs IONBITKA BBIPAKCHHE, OMpeaeisonee dPPEKTHBHOCT, MMUTOHAIMAJICHUS,
MOJKHO TIPE/ICTABUTh B BUJIC

Puwz (Atc ) = pr+pnl,\’(0w) (Gr ’ lc ) (1)
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L,ecmm 4t, >0 A = (t p ) £y
rae ¥ = ; =t — - - =t — — OTpE30K BPEMEHHU CHTHajla II0CIe
pp+pn c c PP onos PII c obp
0,ecm At, <0
. 2(0
ob6pabotku B cuctemMax PH u PII, Ha koTOpOM Bo3xaelicTBHE OyIeT 1eeco00pa3HbIM; Limf:,) p (G T,tc) - omeparop,

onpenenmomnl‘/i YCIIeX UMHUTOHAIIAACHUSA JIsL OHpeHeﬂeHHOﬁ CTpaTeruu.

TaK, Hanpumep, 0COOEHHOCTH pacrnpoCcTpaHCHUud ACKAMCTPOBLIX BOJIH TAKOBbI, YTO 3a CUCT HCEIIPECPLIBHBIX
W3MCHCHUN B I/IOHOC(l)epe IPOUCXOAUT CTOXACTUYCCKOC U3MCHCHUEC BPEMCHH 3aJICPKKU IMPUHHUMACMOI'O CUTHAJIA.
Bausume storo anKTopa OIMUCBIBACTCSA HOPMAJbHBIM 3aKOHOM DPACIIPCACIICHUA BPEMCHU 3a/ICPIKKU CUTHAJIA [2] (pI/IC.

3):
,1[5)2
2
w(E)=e "\ Jo2m , )
e E=At/T o — OTHOCHTEIBHOE OTKJIOHEHHE 3HAYaIMX MOMEHTOB PETHUCTPALMK (PPOHTOB SJIEMEHTAPHOMN MOCBLIKH;

0=0, / T, — OTHOCHMTEJIbHAs BEJIWYMHA cpefHeKBaapaTuuHoro otkionenus (CKO) BpeMeny 3aepKKU CUTHaa.

w(e ) . Mi=to/ko

/ N\

__/_/ ~——

Puc. 2. q)yHKIII/Iﬂ pacnpeaciacHus BepOHTHOCTeﬁ BPEMCHMU 3a/ICPIKKH CUTI'HAJIa

[onmp3ysich AaHHBIM pacHpenesicHHeM, BEPOSTHOCTh MPABHIBHOTO TPHEMa OJHOTO (pOHTA 3JIEMEHTapHON
ITOCBUTKH MOYXHO ONPEIEIINTh U3 CIEIYIOMEeT0 BEIPAaKEHUS

P =29, (At/ZToG): 20, (At/ZGT )’ 3)

2
X

1 _
rmie dDO(x)= \/_nje 2dt — ¢yHKuEA NEHTPHPOBAHHOTO HOPMANBLHOTO pacmpeneneHus; Af — mar KOppeKIuH
0

CHCTEMBI CHHXPOHH3AI[MY aBTOMaTU3UPOBAHHOM CHCTEMBI PAJHOCBA3H.

B paccmaTtpuBaeMOM BapHaHTE MMHTOHANaAeHHs HEOOXOIUMO YYHMTBHIBATh, 10 MEHBIICH Mepe, 3alepKKy
CHI'HaJla Ha JBYX paJuoTpaccax: paJroCBs3H M paJuoNoaaBieHus. B aToM ciydae MakcuMalbHOE pacxoxzaeHue ¢as
B TOYKE NpueMa OyIeT COOTBETCTBOBATH JIBOMHOM 3anepikke, T. €. B ¢opmyine (3) HE0OXOAMMO HCHONIB30BATH

2 2
YIABOCHHOE 3HaYE€HUE NUCIIEPCUN BPEMEHHU 3aACPKKU CUTHATIA (G s = 20 iy

[pu aHanM3e CHCTEMBI TAKTOBOM CHHXPOHHU3AIMH HEOOXOAUMO YYeCTh HEKOTOPhIE OCOOCHHOCTH €¢ pabOTHI.
IIponece koppekimu a3l B CUCTEMaxX TAKTOBOW CHHXPOHHM3ALUU OCYIICCTBISICTCS IOCIAC HAKOIUICHUS B
PEBEPCUBHOM CUYETUYHKE YCTAHOBICHHOTO YHCIIa OOHAPYKCHHBIX S CIBUTOB B Ty WU UHYIO CTOPOHY; MPU OTCYTCTBHH
TpeOyeMoro 4Ymcia COBUTOB Yepe3 ONPEACICHHOE YHCIIO 3JICMEHTOB CUYCTYMK YCTAHABIHMBACTCS B HCXOIHOE
COCTOSIHUE. YUYHTBIBas 3Ty OCOOCHHOCTH B OOIIEM CIy4ae MpOIECC MOJCTPOHKH MOXHO pa3[eliuTh HA IIUKIIBI,
COCTOSIIIME M3 YCTAHOBICHHOTO JUIsl cOpoca cueTdrka (OYHIICHHS CUSTYHKa) YHCIIa SJIEMEHTOB.

[Mpoananu3upyeM pabOTy cYeTYHMKa B TEUCHHE OJHOrO IMKJIA. B 00mieM ciiydae CYeTYMK MO OKOHYaHUH
[MKJIa MOKET TIPHHATH TPU COCTOSIHUA (pHC. 4): PpH HAaKOIUICHWHW HE MeHee 4eM TpeOyemMoro 4muciia CIBHUTOB B
OIIPE/ICTICHHYIO CTOPOHY BBLIAETCS HMITYJbC Ha OINEPESKCHHUE WM OTCTaBaHue (a3pl TAKTOBOW YaCTOTHI; €CIIU
CyMMapHO€ 3HA4YCHHE CUETYHMKA HE TPEBBICHT €MKOCTH cueTdymka S, oH cOpacwBaercsa Ha "0". ITpmuem ciemyer
OTMETHUTH, YTO IIPU BbIa4€ UMIYJIbCOB caBura (+1 wim —1) cueTdrk Takike cOpachIBaeTCsl B UCXOHOE COCTOSIHUE.
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Puc. 3. [TosicHeHHe COCTOSTHUI PEBEPCUBHOTO CUETUYMKA TAKTOBON CHHXPOHU3AITUU

ITonp3ysch N3BECTHBIM 3HAUCHUEM DJIEMEHTapHON BEPOSTHOCTU MPABUIILHOIO MpHeMa 3HAa4allero MOMEHTa
(poHTa HMITyIbCa BEPOSTHOCTH BCEX BO3MOXKHBIX COCTOSIHMM CYETYMKAa MOXKHO OIPEACIUTh M3 CIEIYIONINX
BBIPAKEHUI:

v (V) . ]
_ i V—i,
P—l_ 2 rl(l_prl) »
i=S+1\ 1
v (V .
_ V—i V.
Py= 2. pa (1-pu)"; 4)
i=S+I\ !
R =1-P,-P,4, ]
rue P+1, P 1 F;) — COOTBETCTBYIOILIME BEPOATHOCTHU ME€pexoia cueTunka B coctostuue "+1", "-1", "0"; § — eMKoCTh

PEBEPCHBHOrO CYETYHKA; V — JUIMTENLHOCTD IIMKJIa CHHXPOHU3ALMH, BBIPOKEHHAS B JOJIAX DJIEMEHTAPHBIX IOCBUIOK
curHana. [1onb3ysch NaHHBIMH BBIPQXKEHUSAMH, OIpeNeeHa BEPOSTHOCTb CIOXXHOTO COOBITHS, COCTOSIIErO B TOM,
YTO 32 YCTAHOBJICHHBIH NMEPUOJ] UMHUTOHAIIA/ICHNSI B CHCTEME CHHXPOHU3ALMK IPOU30MIET CABUT OoJiee YeM Ha MOoJI-
JJIEMEHTa B IOJOXKEHHE -T/2, YeMy COOTBETCTBYeT K KOHI[y HMMHTOATaKH CYMMAapHbBIH CIBHI Ha OTCTaBaHHE,
MIPEBBIIIAIOIMINI 3HaUeHUE — ky/2:

Pumn/()ec/ (6t )::,« X (DO > (5)

At
rae O, = Int VC ; 0,=1-P,.

Ha puc. 4 moka3zaHa 3aBHCHUMOCTH BCPOATHOCTHU YCIICHIHOTO HMMHUTOHAIAACHHUSA OT JIWHBI NOAABJIAEMOI0
CHUT'HaJIa IMpU pas3IMYHbIX 3HAYCHUAX CKO BPEMCHHU 3aJICPIKKU CUTHAJIA.
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Puc. 4. 3(1)(1)€KTI/IBHOCTL HUMUTOHAIIaICHUS B TPOLECCE CCaHCa CBA3U

W3 maHHOTO pHCYHKa BHAHO, 4TO 3()()EKTUBHOCTh HMUTOHAMAJCHUS OYIET BCET/Ia OTPaHHUYCHA M 3aBHCETh
TOJIBKO OT JJIMTEILHOCTH MopaykaeMoro curaana. OJIHAKO MOXHO 3aMETUTb, YTO JUIS Tpacc ¢ OOJBIIMM 3HAYCHUEM
CKO BpeMeHH 3aiep)KKd CUTHaja yBEJIWYEHWE BPEMEHH HMMHTOHAIMAIEHWS HE TOBbIMIaeT ee d3pdexkTuBHOCTL. B
MaHHOM ciydae GyHKOmS [cM. Gopmymny (5)] M3MeHseT 3HaK. DTO MPOMCXOIUT B TOM Cllydae, KOTJa BO BTOPOM

cjlaracMOM 3HA4YCHHUC P—l <O,5, T. €. CYHICCTBYET HCKOTOPOC IOPOroBOC 3HAYCHUC CKO BPEMCHHU 3aJICPIKKHU

CHUrHala Gr.nop , IIpyU OPEBBIMICHUN KOTOPOI'O 3(1)(1)CKTI/IBHOCTI) HUMUTOHAIaACHNUA C POCTOM BPECMCHU MMUTOATAKH HE

BO3pacTacT. Ee 3nHaueHune MOXKHO HAWTH U3 pr , COOTBETCTBYIOLICTO P—l = 0,5 .

CrnemoBaTenbHO, TOBBICUTH J((GEKTHBHOCTh HWMHTOHAMAACHMS MOXKHO TOJNBKO NPH HW3MEHEHHWH TPacCHI
momaBieHust ¢ MeHbImMM CKO BpemeHH 3amepKé curHana. [IOBBIIEHHIO € MMHTOCTOMKOCTH CIIOCOOCTBYET
CHIDKCHHE B HEKOTOPBIX MpeaenaxX IIUTEIHHOCTH CHTHaja, a TaKKe IOBBIIICHHE CKOPOCTH MAHHITYJSINHU (B ymiepo
MMOMEX0yCcTOWYMBOCTH). Hambosiee CyIIECTBEHHBIM CIOCOOOM 3alllUTBI MOXET CIY)KUTh CHUCTEMa C HE3aBHCUMOMN
CUHXPOHHU3ALKEN, OJHAKO €€ IPUMEHEHUE UMEET HEKOTOPbIEe OTPAHUYCHHUS.

PesynmpTathl  paboOTBI MOXHO HCHOJB30BaTh I pa3paboTkm cucteM PII  aBTOMaTH3MpPOBaHHBIX
pPaMOKaHAJIOB, a TAKXKE JUI pa3pabOTKU CHCTEM 3alllUTHl aBTOMATU3UPOBAHHBIX CHCTEM PaIHOCBsI3u. B momonHeHue
CIIEAyeT 3aMETHTh, YTO CCTONHSINHUA JCHb TOKAa HE pa3pa0OTaHbl COBEPIICHHBIC METOIBI 3aIUTBl CHCTEM
CHUHXPOHHU3ALIMH, T.€. BOMPOC UX 3AIIUTHI OCTAETCS OTKPHITHIM
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1. Oroshchuk I.M. New technologies of unauthorized influence on automatic radio communication systems
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2. Opomyk M.M. HoBble TEXHOJOTMH PaJHOIEKTPOHHOTO MOJAABICHHS KaHAJIOB aBTOMATH3UPOBAHHBIX
cucTeM paauocsssu. — Bimagusoctok, TOBMU um. C.O. Makaposa, 2000. — 112 c.
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ASSESSMENT OF INFLUENCING OF THE DESTABILIZING IMITOHINDRANCES ON THE DIGITAL
AUTOMATED RADIO COMMUNICATION SYSTEMS
Oroshchuk .M.
10-7 Gromova street, Vladivostok, 690034, RUSSIA,
phone (4232) 237-573, E-mail: oimscient@mail.primorye.ru

Abstract. Results of research imitoprotection of the automated digital radio channels used for one-way communication in the systems of
the multiple-access are submitted in the work. One of the methods of imitative effect to the automated radio communication systems [2], based on
usage unclocking imitohindrances is submitted; one of the strategies of imitoattack implemented by the given means and the method of the
assessment of its efficiency are reviewed, and also the results of the imitoprotection analysis of the radio channel under different conditions of the
radio waves propagation. The field of the researches data application is actual for the modern automated networks of special-purpose radio
communication, and also for the networks of radio communication used in commercial, banking and other spheres, requiring special protection
against the opposing and competitive parties.

The principal direction of the modern telecommunication networks development is the automation of the
information exchange processes, the capabilities which ones have been opened due to an application of the digital
channels, in which ones synthesizing of two progressive technologies occurs: digital signals processing and usage for
this purpose computer technology elements. Usage of the new technologies considerably improves the characteristics
of the channels and expands their capabilities, and also the area of their application.

At the same time usage of digital channels communication has opened a new direction in the electronic
warfare activity both in special areas of their application, and for the channels of general use. Usage of so-called
imitative hindrances in the radio countermeasure systems (RCS) allows secretly and unauthorized to affect devices of
the service signal processing in the receiver section of the communication channel. One of the optional versions is the
effect to the systems of pulsing and frame synchronization of the channel [2], and such capability exists at any
moment of the communication session (transmission of the signal). More often the channels are protected from
unauthorized starting by the special password or some other ways, in this connection the more expedient way is the
version of the effect taking place after starting of the receiving equipment, at the moment of the information part of
the signal transmission. Lack of such effect of imitative hindrances (imitoattack) is the necessity of radio observation
(RO), and also maintenance of the power superiority of the hindrances over the signal in the point of reception [2].
But here it is necessary to note, that the duration of the hindrance effect as a rule, is much less than duration of the
whole signal, in this connection such way of the imitoattack is effective and quite probable.

The analysis of the reviewed parameters of the influential factors demonstrates that generally efficiency
imitoattack performs probabilistic nature. At the solution of the internal problem the probability of the power
superiority maintenance of can be accepted to be equal to a unity. But even in this case because of the large
destabilizing factors of the signal delay application of the single imitoattack will be unsufficient. In this case it is
necessary to make repetition of attacks. However due to limitation of the signal duration and to other reasons the time
given to imitoattack, will be always limited.

So, for example, the features of radio propagation of the decameter waves are those , that at the expense of
continuous changes in the ionosphere there is a stochastic delta time of the received signal delay. The influence of this
factor is described by the normal distribution law of the signal delay [2]:

_1(5]2
wE)=e 2\° /O'\/E , (1)

where € =At/T, - relative deviation of meaningful instants of registration of the elementary sending

fronts; At - step of correction of the the automated radio communication synchronization system; 0 =0, / T,

relative value of standard deviation (SD) of the signal delay. Using the distribution, the probability of the exact
reception of one front of the elementary sending can be determined from the following expression

Pa = 2@ (A1/2140) =20, (At/20 ). )
where @ (x) — is the function of the centered normal distribution.

In the considered version of the imitoattack it is necessary to take into account the signal delay as minimum
as two radiolines: radio communication and radio countermeasures. In this connection in the formula (2) it is
necessary to use the doubled value of the signal delay dispersion.

The process of the phase equalization in the systems of tact synchronization is implemented after
accumulation of the established number detected S - shifts to this or that direction in the reversible meter; at absence
of required number of shifts after definite number of elements the meter is set to the reset condition. Considering this
feature the general process of tuning can be sectioned into cycles, consisting of the established number of elements for
the meter reset, determined by statuses of the meter, which ones can be determined by the following expressions:

v o . % . .
Pi= Y pu(l-py )V Py= Xph'(1-py); Py=1-P,—P, 3)
i=S+1 1=5+1
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where P

+1°
the reversible meter; V - duration of the synchronization cycle , expressed in portion of elementary sendings of the
signal.

P, P, - corresponding probabilities of the meter transition to the status "+1" , "-1","0"; S - capacity of

Using the expressions, the probability of composite event is determined , which consists in that, that during
established period of the imitoattack in the system of synchronization there will be a shift to more than the half-
element in the position -7/2:

5.0 1 1+k d
p 5 )=vlo | _p |- —220 1 2—4p ) |—2 ||\, 4
uMH/bec/( t) X 0|: P, :| 0 4 ,61P71Q,1 * ) Ple—l @

where 5t = Inl‘[Al‘C /V]; 0,=1-P,.
The analysis demonstrates , that the efficiency of the imitoattack will be always limited and it will depend

only on duration of the struck signal. However it is possible to note , that for routes with large value SD of the signal
delay the increase of the imitoattack time does not increase its efficiency. In this case the function [see formula (4)]

changes the sign, that is there is some threshold value SD of the signal delay O cnop > A the excess of which the

efficiency of the imitoattack does not increase with the increase of the imitoattack time. Its value can be found from
P > applicable P, =0,5.

Therefore, to increase the imitoattack efficiency it is possible only by means of changing of the suppression
route with smaller SD time of the signal delay. The imitoprotection increase is promoted by the decrease in some
limits of the signal duration, and also the increase of the manipulation speed (at the expense of the hindrance
immunity). The most essential way of protection can be served by the system with independent synchronization,
however its application has many limitations. The conducted analysis demonstrates, that the problem of the
synchronization systems protection remains opened up today.
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