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Pedepar. PaccmaTprBaercss BO3MOXKHOCTH CKpPBITHOM Iepefadd MHGOpMAIMUd BHYTPU CHTHAJIAa-KOHTEHHepa C HCIIOIb30BAaHUEM
MeTonoB creraHorpaduu. [Ipeanararorcst qBa MOAXOAa, OCHOBAaHHBIC HA HCIIOJIB30BAHMU INCHX0AKyCTHYecKOi Mozpenu crangapra MPEG. O6a
MOAXOa OCHOBAaHBI Ha 3aMEIICHWH HM30BITOYHOH C TOYKH 3PEHHs CIIyXOBOTO BOCHPHATHA HH(GOpPMAaUMU KOH(QUACHIHAIBHBIMH JaHHBIMH,
MOJISKALIMMH CKPBITHOW mepenade. [Ipy mepBoM moaxone MOAW(HKALUH ITOJBEPraeTcsi HEMOCPEACTBEHHO IHCKPETHBIH CHEKTp (hparMeHTOB
uu(poBOro 3ByKOBOrO CHrHana. Bo BTopom ciiydae ckpbiTas uMH(pOpMalus BHEAPSETCS B Y3KOMOJIOCHBIE CUTHAJbBI, 00pa3ylOLIMe UCXOAHBIN
LIMPOKOIIONIOCHBIH, B 001IeM citydae, curaai. O6cyxaaloTess HEeKOTOPBIE BOIIPOCH], CBSI3aHHBIC C peau3alneil MpeIoKeHHBIX OAX0/0B.

1. BeBenenue

JIOMUHHPYIONIYIO POJb CPEOH CPEACTB JIOTHYECKOTO KOHTPOJII M PasTpaHUYCHHs JOCTYNa K KaHAJIaM W
JIUHUSAM CBSI3M UTpaeT IMU(PPOBAHHUE WM KOIUPOBAHHE COOOINCHWN C WCIOJIF30BAaHHEM METOJOB KPHITOrpaduw,
M3MEHSIOIIEE MX MCXOJHOE MPEICTABICHUE U, KaK MPABIJIO, JICNAIOIIee HEBO3MOXKHBIM HX UTCHUE, €CITH HEHU3BECTCH
KITI0Y WM alroput™M ImppoBanus (koaupoBaHus). OTHAKO 3HAYHMTEIBHBIC JOCTHKCHUS, NTOCTUTHYTHIE B OOJACTH
KpUITOAHAIN3a, B TOM YHUCIIE ¥ 32 CYET MAaCCHPOBAHHOTO MPUMEHEHHUS CPEACTB BEIUMCIUTEIHHON TEXHUKU M CETEBBIX
TEXHOJIOTHH, a Take Bce Oonee pacTymiee CTpEeMJICHHE TOCYyIapCcTB MHOTHX CTpaH pErJIaMeHTHPOBATh
HCTIOB30BaHNE KPHUNTOTpaUIecKUX aNrOPUTMOB W pacTpesieiIeHHe KI04el BBIHY)KJAIOT HCKAaTh albTepHATHBHBIC
CIIOCOOBI 3aITUTHl HH(POPMAITHH.

Mertonbl cmezanocpaguu (OyKBAIBHBIN TEPEBON C TPEUYECKOro — “TaHOMMCH’) TIO3BOJISIOT TIepeaaBaTh
KOH(UICHIMATBHYI0 WH(GOPMALMIO TaKUM 00pa3oM, 4TO caM (akT TaKOW Mepenadl CKPHIT OT MOCTOPOHHUX JIHIL.
OObIUHO sl Tepefayd Takoil WHQOPMAIUM B KAa4eCTBE KOHMeEUHepa WCIONb3YeTCS OIMH W3 OOIIETOCTYITHBIX
HOCHTEIICH, HampuMep, €CIU Pedb HICT 00 3JICKTPOHHBIX HOCHTENAX, TO 3TO, OYCHb YacTO, ayJUOCUTHAN WU
Buacousobpaxenue. KonduaeHnuansHas nHPOpMAaNus BHEAPSACTCS B KOHTEHHEP Tak 4TOOBI HE BBI3BIBATH 3aMETHBIX
JUTS TJ1a3a WK CITyXa U3MEHECHUH, CIOCOOHBIX BBI3BATh KaKUE-TTHOO MO03PCHHUS.

B 3aBucumocTH OT cnoco0a MpeICTaBICHUS CHrHalla-KOHTEHHepa CYIIECTBYET ABE TPYIIBI METOJOB
BHEJIPCHHUS CKPBITOI HH(pOPMAUU B KOHTCHHED.

Ecnu nnst BBIMOMHEHUS MAHUMYSUMNA C KOHTEHMHEPOM HCIOJIB3YeTCsl €ro MpEeACTAaBICHHE BO BPEMEHHOM
obnacTH, TO BHEAPEHHE OCYIIECTBISACTCS MyTeM MOTUGUKAIIMN HanMEHee 3HAYUMBIX OUTOB KOHTEHHEpa Jubo0 myTeM
peoOpa3oBaHus IIyMa.

B ciydae cmexTpanbHOTO TpeAcTaBieHUs (TIOIyYEeHHOTO, HAIPUMEpP, C IMOMOIIBI0 OBICTPOr0 KOCHHYCHOTO
peoOpa3oBaHMs WM OJHOTO U3 BEHBIIETHBIX MPEOOpa30BaHNil) MAaHUMYJISIIIUY HaJl KOHTCHHEPOM 3aTparuBaioT OoJjee
3HaYMMbIe oOiacTu curHaima. CileayeT OTMETHTh, YTO 3Ta TPYIa METOAOB 0ojee yCTOHuYMBa K MPeoOpa3OBaHHSM,
HATIPaBJICHHBIM Ha UCKa)KCHHUE CKPBITOH B KOHTEHHEepe HH(pOPMAIIHH.

B nmamHOlI paboTe paccMaTpUBacTCS BO3MOXKHOCTH HCIIOJB30BAHUS TICHXOAKYCTHUYCCKHX OCOOCHHOCTEH
CIIyXOBOTO BOCIIPHATHUS 4YeJIOBEKa JUIi CKPBITHOW MepeAadd WH(opManuu BHYTPH OLU(GPOBAHHOTO 3BYKOBOTO
CHUTrHaa.

Ha ceromusmHmii [eHb MIMPOKOE PACIPOCTPAHCHUE B KOMITBIOTCPHON WHIYCTPUH MONYYITH (POPMATHI IS
MIPEICTaBICHAS ayJJM0 M BHJICOaHHBIX, pa3padoTannbie rpymmnoii MPEG. B wacTHOCTH, A1 ayano JaHHBIX (YacToTa
muckpermzanmu 44.1 x['m, paspsmHOCTh OTCUeTOB - 16 OuT, crepeo) B dopmare MPEG-1 cremenp cxatusi mpu
COXpaHEHUHU XOPOIIIETO KaueCTBa 3BYyYaHUs BapbuUpyeTcs B mpeaeiax ot 1:4 no 1:12.

Takum 00pa3oM, yUeT MCHXOaKyCTHYEeCKHX OCOOEHHOCTEH CIyXOBOTO BOCHPHATHS TO3BOJISIET COKPATHTh
o0muii pasmMep KOJOBOTO pecypca, He0OXOMMOTO IS MIPEACTaBICHUS ayauocurHana, 10 10% 6e3 3ameTHOH moTepn
CyOBEeKTUBHOTO KadecTBa 3BydaHHs. CkaTWe NOCTHTaeTcs 3a CUeT YAAJCHHS W3 CIEeKTpa 3BYKOBOTO CHTHAla TEX
KOMIIOHCHT, KOTOPBIC MACKHPYIOTCSI TOMUHHUPYIOIIMMHU TOHAJIBHBIMHI U HETOHAIBHBIMUA KOMITOHEHTAMU CIIEKTPA.

B nanHoli paldoTe mnpeajaraercss ABa MOAX0AAa K 3aMelleHMI0 W30bITOYHOI uWHdopmanum,
cofiep:kallelics B CHTHAJIe-KOHTeliHepe, M0JIe3HOI nMH(popManueil, KOTOPYI0 He00X0AMMO CKPBLITHO NepeaaTh.

@2001, anekTpoHHas Bepcus nogrotossieHa 3A0 ABTIKC Cankr-lMeTtepbypr, http://www.autex.spb.ru
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2. O01asa NOCTAHOBKA 3aJa4H.

IIycTp Ha BXOz1€ UMeeTCS:
1. Mcxonusrii pparmMenT onudppoBaHHOTO 3BYKOBOTO CUTHAJA - (aiii-KoHTeHHe.
2. HcxomHoe coobienue (CTero-coobLieHue), KOTopoe He0OX0AUMO ITOMECTHUTD B (hailI-KoHTeHHep.

enpio uccaeNOBaHMS SBISETCS IOKMCK CIOCOOOB BHEAPEHHs CTEro-MHGOpPMAIMK 00eCeunBarOIX
CKpPBITHOCTh TIepeayl NaHHBIX B ay[uO-KOHTEHHEpe NMPH MAKCHMAIbHOW CIIOKHOCTH OOHAPYKEHHS M HMCKAKCHUS
coobienusi. Kpome Toro, skenmarenbHO 00ECTeYnTh MAaKCHMAajIbHO BO3MOJXKHYIO IUIOTHOCTH 3aIlCH COOOIICHHS B
HOCHTEIb.

3. Peasmu3anus

AJITOPUTM MOKHO Pa30UTh HA HECKOJBKO IOCJe0BAaTedbHBIX 3TANOB 00paloTKH, KOTOpbIe MbI
paccMOTpuM GoJjiee MOaAPOOHO.

ITocTpoeHue NMCHX0AKYCTHYECKOH MO/EJHM HOCHTEJS] W NMONCK XapaKTePUCTHK HOCHUTEJNsl, KOTOpbIe

MO’KHO HCII0JIL30BATh IS NlepeJaqyu CKPbITOil nHoOpMAaLMH.

Tcuxoaxycmuueckoti mooenvio KOHTelHepa Oy/eM Ha3bIBaTh HEKYI0 OOOOIIEHHYIO MOJENb YeJIOBEUECKOTO
CllyXa, MO3BOJISIONLYIO ITPEHEOperaTh HEKOTOPBIMH XapaKTEPUCTUKAaMHU 3BYKOBOTO CHUTHAJIA - KOHTEHHEPA U IIPU 3TOM
COXPaHUTBH /I YEJIOBEKA ATOT CUTHAJI HEOTJIIMYMMBIM OT OpHUTIHHAJIA.

Pa3paboTky B 3TOM HampaBiCHUM YK€ JAaBHO BeIyTCS B HCCIEIOBaTEIbCKOM MHcTUTyTe Fraunhofer-IIS.
Vmu Obia mpeuioskeHa M yCIemrHo ucroiib3oBaHa B npoekte MPEG - 1 ncuxoakycruyeckass Mojiellb. B raHHOM
HCCIIEJOBAaHNH 32 OCHOBY O€pyTCsl 3TH pa3padoTKH.

Otnomenne curHan/macka (C/M) Ha BbIXoze 3ToH Monenu (OPMHUPYETCS Ha OCHOBE OIpeleieHHs
TOHAIBHBIX (CHHYCOITOJJOOHBIX) M HETOHAIBHBIX (IIyMOITOJJOOHBIX) KOMIIOHEHTOB B CIIEKTPE ayI{0 CUTHAJIA.
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Pucynok 1. DHepreTndeckunii criekTp hparmenTa mudpoBOro 3ByKOBOT'O CHTHAJIA ¥ IOPOTH MacKHPOBAHUSL.

Ha pucynke 1 npuBomsiTcss 3HaYeHUs] KOMIIOHEHT 3HEpreTHYeckoro crekrpa (B ab) oxHoro u3 ¢parmMeHToB
3BYKOBOT'O CHT'HAJIa M TI0JIOXKEHUE IOPOroB MackKupoBaHust (Jurst 32 4aCTOTHBIX IOJINAIIa30HOB).

B pe3yabraTte A0JIKEH MNOJYYHThCS HEKOTOPBIH Ha00p CHEKTPAJbLHBLIX KOMIIOHEHT CHIrHajda-
KOHTeiiHepa, Han0o/ee CYIIeCTBEHHBIX A/ TOYHOIO BOCHPOM3BeJECHMSI CHIHAJIA B paMKax 3Toil Mojaeiam.
OcTajibHbIe KOMIIOHEHTHI CHEKTPa, OyAy4HM M30bLITOYHBIMH B paMKax 3TOH MoOJeJH, MOTYT JU0O NMPOCTO He
YUYMTBIBATBHCS NPH JaJbHelilieil padore ajaropurmMa Jub0 AJsi HUX MOKET HCIOJb30BAThCSI NPHOIUKEHHOE
npeacTaBJIeHHE.

IIpn mepBoM moAXoAe MpeAaracTCsl MWCIOAb30BaTh 00a 3THX HaOOpa sl BHECEHHS CKpPBIBAEMOTO
COOOIIEHNS B CHEKTP CUTHAJA-KOHTEHHepa TakuM 00pa3oM, YTOOBI 3TO HE OKa3bIBAJIO CYHIECTBEHHOTO BIHMAHHS Ha
CYOBEKTUBHOE BOCTIPHATHE 4YEJIOBEKOM 3TOTO0 CHrHama. lIpenmosaraercsi, 9TO 4YEIOBEK HE CMOXKET OTIMUHTH
OpHI'MHAl OT W3MEHEHHOTO CHTHala WIH, 10 KpailHeH Mepe, He CMOXKET 3aMETHTh HMCKaKCHHS, IMO3BOJIAIOIINE
OOHapY>KUTh MPUCYTCTBUE CKPHITOH HH(POPMAIIHH.

IIpn BTOpOM mNoaxone mHGopManMsi Ha BbIXOAe MNMCHXO0AKYCTHYECKOl MoaeaW McHoJb3yeTcsl AJs
BbIOOpa 4HCJAa ypoBHeli KBaHTOBaHHA N 1JIsl Kaxa0oro u3 32 y3KONOJOCHBIX CHTHAJIOB, MOJy4YaeMbIX NpPH
MPOXO0KACHHH MCXOJHOr0 HH(POBOro 3BYKOBOr0 CHIHAaJa Yepe3 Ha0O0p y3KOMOJOCHBIX GpuabTpoB. O4YeBHIHO,
YTO YeM MeHbllle OTHOIIEHHe CUTHAJI-MacKa AJs 3aJaHHOr0 YacTOTHOr0 AMAaNAa30Ha, TeM MeHblle JBOMYHbIX
pa3psinoB (onpenensieMbIX Kak k = log,N ) TpedyeTcst ISl MpeCTaBJIEHUsI 3HAYEHMIT 0TCYETOB ITUX CUTHAJIOB,
U TeM 00JibLIe Pa3psaioB MOKeT ObITh HCIOJIbB30BAHO ISl pasMelleHus crero-ungpopmauuu. locae BHeapenust
nocJjeAHel y3KomoJIOCHbIe CUTHAJIBI ¢ OMOLIBIO CHHTE3Hpyolero ¢puibTpa 00beAMHAIOTCH, 00pa3ysl CHOBa
IIMPOKOMOJOCHBII CHTHAJI, COAEPKALIUI CKPBITYI0O MH(OpMaLHIO.

-2-
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Pa3Menenne crero-coodueHusi BHyTPH KOHTeiiHepa
Cxembl A7l IByX BapHaHTOB BHEIPEHHS CTErO-COOOLIEHMH B CHUTHAI-KOHTEHHEP NPHUBENEHBI HA PUC.2 H

puc.3.

1. Hcnons3oBaHue CIeKTPaIbHOTO MPEICTABICHUS CUTHAJIa-KOHTEHHEpa.

1L Ha ocroBe BII® Beruncsiercs criektp (pparMenTa curHaiza-koHTenepa S(z).

I11. C nomMompio OJOKa ‘“ncuxoaxycmuyeckas Mmooenb” ONPENENSIeTCsS TON0XKCHHE MACKUPYEMBIX f,(i;) H
MaCKHMPYIOIMX YaCTOTHBIX KOMIIOHEHT. [locnenHue pasnensioTcs Ha TOHaNbHbIE f(i) 1 HETOHAIBHBIC f(i3)
KOMITOHCHTHI.

Iv. 3HaveHHs] YaCTOTHBIX KOMIIOHEHT IPEJCTaBIISIOTCS B JIorapupMuUIecKoM Buje. Mackupyemble KOMIOHEHTHI
TIOJIBEPTalOTCsl KBAaHTOBAHMIO. JIBOMUHBIE pa3psi/ibl, KOTOPHIE OKa3bIBAIOTCS B IMpEAENiax IIara KBaHTOBAHMS,
UCTIONB3YIOTCS JUTS Pa3MEIeHUs! OJIOKOB CTET0-COOOIIEHHS.

V. [Mocne Bemonnenus: oopataoro BII® BoccraHaBIMBaeTCs UCXOAHBIN (parMeHT CUrHaja-KoHTeHHepa S’(1),
HO YK€ CO/IepIKaIlINil CKPBITYI0 HHPOPMALIHIO.

Hudposoit Crero-1aHHbie
3BYKOBOU L S'(t)
curaan S(t)
KBanToBanue gacTot O6paTHOC
1 BHCAPCHUC BIId
CTETOMH(OPMAIHH
chxoaKyCTI/IquKaﬂ f
Iloporu
MOJIeTTh J
MAaCKHPOBAaHUA
Pucynok 2. Cxema BHeIpEHUS CKPBITOM HHPOPMAIIUH B CIIEKTP CHTHAIAa-KOHTEHHEpA.

1. IIpencraBnenus curHajia-KOHTEHHEpa B BUJIE CYMMBbI Y3KOTIOJIOCHBIX CUTHAJIOB.

VL C nomomipio Habopa GumbTpoB Gopmupyercs Habop u3 32 y3KOMOJIOCHBIX CHTHAIOB Si(f;), k = 1,2,...,32,
MIEPEKPHIBAIOIINX BECH CIIEKTP UCXOJHOTO CHI'HAA.

VIIL Ha Beixozme Onoka “ricMxoakycTudeckas MOAeib” (GopMHUPYIOTCS 3HAUEHHs OTHOLICHUS CHI'HAJ-MacKa JJIst
Ka)J10r0 13 32 4acTOTHBIX MOJINANa30HOB.

VIII. B 3aBUCHUMOCTH OT COOTBETCTBYIOIICH BEIMYHMHBI OTHOLICHUS CHUTHAJ-Macka BBIOMpAETCS YHCIIO ypOBHEH
KBaHTOBAHUSI MPUBEACHHBIX K JIOTapU(MHUIECKOMY MPEICTABICHUIO OTCUETOB Y3KOIMOJIOCHOTO CUTHANIA Si(t;).
JIBoMuHbIE pa3psisibl, OKA3aBIIUECs B MpEAeiax IIara KBAaHTOBAHMS, UCIIONB3YIOTCS U Pa3MEIeHUs CTEeTo-
COOOIICHNS.

IX. C MOMOIIBI0 CHHTE3UPYIONIETO (WIBTPAa BOCCTAHABIMBACTCS HMCXOJHBIA CUTHAJ, COAEPKAIIUN CKPBITHIC
JaHHBIC.

Hudposoit C
3BYKOBO1 TET0-TaHHbIE
curdan S(t;) Si(ty) L
Y
4 \—Vf >
Sa(t) :
KBanroBanue S (6)
Habop —» +——»| Cunresn-
T ™ y3KOMONOCHBIX 1 BHCIIPCHUC pyromuii
bUIBTPOB creronHGopMaIuu uIbTp
Sax(t)
\ y - S )
IlcuxoakycTruueckas CootHorenus
MOJEIb CUTHaJI-MacCKa
Pucynox 3. Cxema BHeIpeHHMs CKPHITOM HMHGOpPMAalMu B Y3KOINOJOCHBIX COCTaBJISIOIIUX CHTHaja-
KOHTelHepa.
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IIpo6iema u3BJIeYeHUs] CTEro-coo0LeHns U3 KOHTeliHepa

Cxatue mHpopmanuu 1o crangapty MPEG u3HavanbHO SIBISETCS CXKATHEM C TOTEPSIMH, TIOITOMY IEpes
HUM HE CTaBHTCsA TpeOoBaHHe OOpaTHMOCTH TmpeoOpasoBanus. [loaToMy HEOOXOAMMO TPEAYCMOTPETH MEPHI,
00eCTIeYnBAaONIIEe BO3MOKHOCTh BOCCTAHOBJICHHSI MCXOJHOTO (DOPMBI IpeACTaBIeHUsI CHTHaNOB. Eciu B KadecTBe
CUTaHaJa-KOHTEHHepa WCIONb3yeTCsl OUM(POBAHHBIN 3BYKOBOW CHTHaN (4amie Bcero 16-TH pa3psiHbIiA), ommOKa
OTIepalliil OKPYTJICHHS, MCIIONB3YEMOH MpH MPeoOpa3oBaHMAX “‘BEIIECTBEHHOE UYHUCIO - IEJI0E” YHCIO COCTAaBIISIET
mopsiaka 10° — 10°, uto (aKTHYECKM 3HAYMTETHHO COKPAIIAET ABOMYHBIX HYHCIO PA3PAAOB, AOCTYIHBIX IS
pa3MelieHust cTero-cooOmennid. JlaHHas mpoOieMa CHHUMAeTcs B ClIydae WKCIOJh30BAHUS —BCIICCTBEHHOIO
MIPEJICTABIICHUS OTCUCTOB CUTHATIA.

B cmydae xorma cTero-cooOmieHHe BHEIPSETCS HEIOCPEICTBEHHO B CIIEKTP CHrHaja-KOHTEHHepa,
TIOSIBIISICTCSL €Ie OJHA IpobieMa, OOyCIOBICHHAs TEM, YTO DHEPTHS HEeMOHANbHbIX MACKUPYIOMINX KOMIIOHEHT
olpeneseTcss Kak CyMMa MACKUpyemblX KOMIIOHEHT TEKYyLIero YacTOTHOTO IOJ/IMana3oHa, M I03TOMY JI00bIe
HM3MEHEHHUS B BETMUMHE MOCTICTHUX MPUBOAAT K MI3MEHEHHUIO BEJIMYMHBI TIOPOTa MAaCKUPOBAHHS.

3akJl0uenue

[Ipumenerne creraHorpauYecKux METONIOB, OCHOBAHHBIX Ha y4eTe I[CHXOaKyCTHYEeCKHX CBOWMCTB
CIIyXOBOTO  aHAJIM3aTOpa  4YellOBeKa, MO3BOJNAET JOOWMTHCS  BBICOKOM  CTETEHH  CKPBITHOCTH  Iepemayn
KoH(UAEHIMATHLHONW HH(DOPMAIKH BHYTPH 3BYKOBBIX MU(POBBIX CUTHAJIOB-KOHTEHHEPOB, YTO 0COOEHHO 3P PEKTUBHO
MOJKET OBITH HCIIOJB30BAaHO B KOMIIBIOTEPHBIX ceTsX W B Internet. OmHAKO BOMPOCH peaM3aldd MPEATIOKCHHBIX B
JIOKJIaJie TIOAXO0JI0B TPEOYIOT OoJee TIATeIbHOM MPOPadOTKU H UCCIICIOBAHUI.
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ON THE POSSIBILITIES OF THE INFORMATION HIDING INSIDE DIGITAL AUDIO SIGNALS BASED
ON AUDIO MASKING EFFECTS
Sytchov A.V., Aleksandrov E.V.
Voronezh State University
394693, Russia, Voronezh, Universitetskaya sq.., 1, VSU, Information Systems Dept.,
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Abstract. An approach for information hiding inside innocent looking cover medium using steganography methods is proposed. The
approach is based on psychoacoustic model used in MPEG specification (audio part). Instead of redundant frequencies in the spectrum of audio
signal (working like cover medium) to be removed futher one proposes to allocate blocks of useful information which is required to be hiddenly
transmitted. Some possible problems arising from software implementation are discussed.

1. Introduction

Steganography encompasses methods of transmitting secret messages through innocuous cover carriers in
such a manner that the very existence of the embedded messages is undetectable. Steganography literally means
"covered writing" and is the art of hiding the very existence of a message. The possible cover carriers are innocent
looking carriers (images, audio, video, text, or some other digitally representative code) which will hold the hidden
information. A message is the information hidden and may be plaintext, ciphertext, images, or anything that can be
embedded into a bit stream. Together the cover carrier and the embedded message create a stego-carrier. Hiding
information may require a stegokey which is additional secret information, such as a password, required for
embedding the information. For example, when a secret message is hidden within a cover image, the resulting product
is a stego-image. A possible formula of the process may be represented as:

cover medium + embedded message + stegokey = stego-medium

Steganographic tools can be categorized into two groups: those in the Image Domain and those in the
Transform Domain. Image Domain tools encompass bit-wise methods that apply least significant bit (LSB) insertion
and noise manipulation. These approaches are common to steganography and are characterized as "simple systems.
The transform domain grouping of tools include those that involve manipulation of algorithms and image transforms
such as discrete cosine transformation (DCT) and wavelet transformation. These methods hide messages in more
significant areas of the cover and may manipulate image properties such as luminance. These techniques are typically
far more robust than bit-wise techniques; however a tradeoff exists between the about of information added to the
image and the robustness obtained.
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Two approaches which directly exploits temporal and frequency perceptual masking to guarantee that the
stego message, embedded inside digital audio, is inaudible are considered in this report.

Nowadays digital audio and video formats developed by MPEG are very popular in computer applications. It
should be noted that for audio (sampling frequency 44.1 kHz, samples digit capacity — 16 bits) in the MPEG-I format
the compression ratio obtained is varied from 1:4 to 1:12 while preserving well enough sound quality. So, it is
theoretically possible to reduces the bit allocation down to 10% by removing redundant components from the
spectrum of digital audio medium.

2. Problem definition.

Let us given:
Initial frame of digital audio — cover medium.
Embedded message to be inserted into cover medium.
The purpose of the research is to find the ways for obtaining the hidden message transmission inside stego-medium
while providing high level of security against detection and corruption.

3. Implementation.

An algorithm may include the steps as follows.

The Psychoacustic model of the medium cover reconstuction and the search for components which could be used for
data hiding.

The Psychoacoustic Model is supposed to be a generalized model of human auditory system, which provides
the opportunity of reducing some digital audio features while preserving the identity to original sound. On the output
of the psychoacoustic model the signal-to-mask ratio (SMR) is obtained. The SMR calculation is based on
determination of tonal (sinusoid like) and nontonal (noise like) masking components inside the spectrum of the cover
medium. Other (masked) components are the subject of reduction or replacing by blocks of stego message because
these components are not essential for correct (from the subjective point of view) sound reproduction.

Data embedding into cover medium.

Two approaches for stego message embedding into cover medium are available.

Transform Domain approach.

Digital audio frame considered to be cover medium is processed in parallel by FFT and Psychoacoustic
Model blocks.

As result masked and masking (tonal and nontonal) frequency components are determined.

The masked components are subjected to reduction or quantization. Binary digits which occur inside the
quantization step are used for stego message allocation.

The modified spectrum is subjected to inverse FFT restoring digital audio frame containing hidden data.

Time Domain approach.

Using special filter bank the digital audio frame is splited into 32 narrow band signals overlapping
completely the spectrum of the initial audio signal.

On the output of the Psychoacoustic Model 32 values of SMR individually for each of frequency subbands
are calculated.

I n dependence of SMR value necessary number of quantization levels is defined. After the samples of narrow
band signals have been quantizated the remaining binary digits which are inside of quantization step are used for stego
message blocks allocation.

After passing synthesis filter the stego-cover is obtained.

Some problems related to stego message extraction from stego-medium.

MPEG specification is does not provide lossless compression of data. That is why special techniques for uniquely
inversable transformation should be developed. Because in the most of multimedia applications the 16 bit audio
samples are used for digital audio encoding the “float-to-integer” conversion cause to the roundoff error of the order
of 107 — 10, In fact, this reduces the number of useful binary digits for hidden data allocation.

Conclusion

Steganographic applications based on features of the human auditory system provide the high level of
security. This feature may be effectively used especially in computer networks and Internet. But the implementation
of the approaches proposed in the report should be carefully elaborated and one requires special research.
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