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Pedepar. B pabote paccmaTpuBaloTCs BOMPOCHI aHanmM3a MobGOYHOro 3MEeKTPOMarHMTHOro
N3Ny4eHUs KOMMbIOTEPOB C Lenbio MX obHapykeHus. [lokasaHO, YTO KOPPENSALMOHHbLIN MeTon
06paboTkM gBnsieTcs onTUMarnbHbIM B Crydyae Hanuuusi rayccoBckoro wyma. Mo pesynbtatam
3KCMepMMEHTarbHbLIX UCCIeAOBaHMI YCTAHOBIEHO, YTO NP BEPOATHOCTM Nponycka He Gonee 10°
MeTo paboTaeT BNMOTb 40 OTHOLEHMS curHan/wym q =-12 gb.

1. BBegeHue

PaboTta nepcoHanbHOrO KOMMblOTEPa COMPOBOXAAETCS WU3MyYEeHUEM SMNEeKTPOMarHWTHbIX BOMH B
LUMPOKOM Auana3oHe 4acToT OT eOuvHWL Kurorepy A0 eAuHWL rurarepl. OTW  3NEeKTPOMarHWTHble
N3MNy4YeHUs1 MPUHSATO HasbiBaTb MNOOOYHLIMKU. [lpu 3TOM Kaxgoe W3  YCTPOWCTB  U3Ny4YaeT CBOW,
CBOWICTBEHHbIA TOMNBbKO €My, CMEKTP 4acTOT Sf1eKTPOMArHUTHbLIX KOneGaHWi, KOTOPbIA MOXET MEHSITLCS B
3aBMCMMOCTUN OT KOHKPETHLIX AaHHbIX, 06pabaTbiBaeMbIX YCTPONCTBOM, T.€. OT CUrHanoB, NO4AaBaeMbIX Ha
3TO YCTPOUCTBO UNU POopMUPYEMBIX UM.

COBpEMEHHLIN  YPOBEHb Pa3BUTMS HaykM U TEXHUKM MNO3BOMSIET MCNofb3oBaTb MOGOYHOE
anekTpoMarHutTHoe uanyvexHue (M) koMmnbloTepoB ANst CHATUS UHpopMaumK, obpabaTeiBaeMon Ha 3TUX
YyCTPOWCTBaxX, a 3HauyuT, BO3HWKAET OcTpas HeobxoAMMOCTb B CO3[4aHWM YCTPOWCTB 3aluTbl 3TOW
MHdopMaumn. Opyrmm BaxHbIM BOMPOCOM SBASETCHA 3NeKTpoMarHuTHaa coBmectumocTb 1K ¢ gpyrumn
YCTPOWCTBaAMK, KPUTUYHBIMU K CMEKTpY wu3nyyeHus npubopos, paboTawowmx B HenocpeacTBEHHON
6rM30CTN OT HUX.

B cooTtBeTCTBMM C 3TMM BO3HMKAeT HEOOXOOAMMOCTb B CO34aHMM YCTPOWCTBA, KOTOPOE MOrmo Obl
MO3BOMWTL MNPOM3BECTU OLIEHKY YPOBHS W3My4YeHUs OTAENbHbIX Y3M0B MNEPCOHANbHOIO KOMMbIOTEPA,
BbISIBUTb MPOCTPAHCTBEHHO-YACTOTHYIO KapTWMHY 3TOro u3nydenus. Llenbio gaHHon paboTbl aBnsieTcs
paspaboTka M UccregoBaHWE anroputma OBHapyKeHWsi MOBGOYHOro 3MEeKTPOMArHUTHOTO  M3NyYeHus
KOMMbIOTEPOB C UCMONb30BaHNEM KOPPENSLIMOHHON 06paboTku.

2. Cuctema obHapyxeHnsa no6o4yHoro MU koMnbIOTEPOB

TpaguunoHHble MeToabl M3MEPEHUS 3NEKTPOMAarHUTHbIX W3MYyYEeHUNn COCTOSAT B M3MEepeHun
CTaLMOHAPHOIO 3HEPreTMYECcKoro CrnekTpa B LUMPOKOM AManasoHe 4acToT (OT eAMHUL, Kurorepl, 4O COTEeH
mMerarepu) C MOMOLLbIO Y3KOMOJIOCHOrO W3MepuTensi, Hanpumep, CENeKTMBHOIO MWKPOBOMIbTMETPa CO
CMEHHbIMW aHTEHHbIMW TOfIOBKaMK, MNocrefoBaTenbHO MepecTpanBaeMbiM MO 3a4aHHOMY AManas3oHy
YyactoT. OgHako 3T MeToAbl HE MOTYT CMYXWUTb MCYEPMbIBaOLLEN OCHOBOW peLleHns NOCTaBMNEeHHbIX 3agay
B BAY T€X OrPaHNYEHUN, KOTOPbIE UM CBOWCTBEHHBI.

Bo-nepBbiX, Anana3oH 4acToT, U3fny4yaembiX KOMMbIOTEPOM, MMEET TEHOEHLMI0 K pacLUMpPEHUIO B
CTOpoHy 6onee BbicOkMXx u4acToT (nopsgka 10 [Tu). OTO cBA3aHO C TeMm, YTO TaKTOBble 4acTOThl
COBpPEMEHHbIX KOMMbIOTEPOB OOCTUralOT €OUHWUL, rurarepl, a CurHanbl, UCNONb3yeMble B HUX, UMEIT
PPOHTLI B AOMNMN HAHOCEKYHA, T.€. LUMPUHY CNeKTpa BAMoTb 40 eANHWL, rurarepl.

Bo-BTOpbIX, WM3MepeHue LUMPOKOMOMOCHbIX CMEKTPOB  Y3KOMOMOCHbIMU  U3MEpPUTENSAMU  He
MO3BOMNSET CENeKTMpPOBaTb UCTOYHWKU W3MYYEHWUW, MOCKOSbKY OHW pearvpyloT Ha CyMMapHbIA YpOBEHb
MOLLHOCTW 3JIEKTPOMArHUTHOTO M3MyYEeHUs, KOTOPbIA BNOCNEACTBUM HEBO3MOXHO OAHO3HAYHO PasfoXuTb
Ha COCTaBnslOWMe, BbI3BaHHbIE Pa3HbIMU WCTOYHWKAMWU SNEKTPOMArHUTHbIX M3nydyeHun. [pyu aTom He
yynTbiBaeTcs nHdopmaumsa o asoBOM CnekTpe NOGOYHOro U3NMYYEHNS N HE NCMONb3yeTcsa MHopMaLmus o
dopMe U CTPyKType Wu3ny4yaemblX CUrHamoB W COOCTBEHHbIX W3IyYEeHUA 3SMEMEHTOB KOHCTPYKLUU
KoMnbloTepa.

[na noBbIlWEHUA TOYHOCTU OBHApPYKEHUS U OLEHKM MOLLHOCTM NOBOYHOro 3MeKTPOMarHUTHOro
N3rny4YeHUs1 KOMMbIOTEPOB HaMK NpeAnaraeTcsl UCMOfb30BaTb KOPPEMAUMOHHBIA anropuTm obpaboTku
curHanos [1]. [pegnaraembin  anroputv OBHapyXeHUs MNoBGOYHOrO 3SMNEKTPOMArHUTHOMO  U3MyYeHuUs
KOMMbIOTEPOB COCTOMT M3 cnefylowmx a3TtanoB. Ha nepsoMm aTtane dopmupyeTcs UMMyrbcHas
XapakTepucTuka cornacoBaHHoro unbTpa. [Ona atoro Ha MuUHMManbHO BO3MOXHOM pPacCTOSHWM OT
KOMMNblOTEPA MNPOU3BOAUTCS WU3MEPEHWE €ro 3MeKTPOMArHUTHOrO WM3MydeHUss B LUMPOKOM [uana3oHe
yactoT. C Uenbld yMEHbLUEHVS BIMSHMSA LWYMOB Ha TOYHOCTb (DOPMWPOBAHUS  UMMYFbCHOMW
XapaKTePUCTMKN COrfacoBaHHOIo unbTpa NpoBOAUTCS YCpeOHEHNEe CUrHamna no MHOXECTBY M3MEPEHHbIX
peanusaumi. [pn 3TOM WYM CYMTaAETCH CTaLUOHAPHbIM AProanyecknM npoueccom. VIHBepTUPOBaHHbLIN MO
BPEMEHMN YCPEAHEHHbIV cUrHan n 6ygeT uMnynbCHOM XapakTEPUCTUKON COrflacoBaHHOIo punbTpa.
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Ha BTOpom 3aTane npov3BOAMTCH M3MEpPEHME YPOBHS LUyma Mpu OTCYTCTBMM TECTOBOrO CUrHana,
YTO MO3BOMSIET OUEHUTb OTHOLUEHWE CWUrHan/liym Ha BbIXOAE COMMacoBaHHOrO GunbTpa, a Takke
3agaBaTbCs Tpebyemow BEPOSATHOCTBIO MPaBUbHOTO OOHapYXeHUS.

Ha cnepgyowem atane npon3BoguTCs oLeHKa BO3MOXHOCTM ODHapyXeHUsi TECTOBOIO CuUrHana npu
PasnnYHbIX OTHOLLIEHUSIX CUrHan/wym. MI3BeCTHO, YTO MOLLHOCTb 3MIEKTPOMarHUTHOrO M3ny4yeHus yobiBaet
obpaTHO MpOMOpUMOHANBHO KBagpaTy pPacCTOSHWUS OT UCTOYHWMKA W3MydeHus OO0 Habmwopatens. Takum
obpasom, pacnpepeneHve curHana Ha BbIXO4€ COrnacoBaHHOrO punbTpa MNpu MPOXOXAEHWM curHana,
CHAITOTO Ha HEKOTOPOM pPacCTOSIHUW OT KOMMblOTEepa Mpu BbIMNOMHEHUN WM NporpaMmm-TectoB, bGyaeT
nogobHbIM pacnpefeneHnio curHana Ha Bbixode unbTpa, NpM  OTCYTCTBUM TECTOBOrO CurHana
(pacnpegeneHue wyma), HO OByoeT MMETb OTNMYHOE OT HyNs MaTemMaTudeckoe OXuAaHue, KOoTopoe
onpeaensaeTcsl MOLHOCTBIO NOSE3HOro U3nydeHus B ToUke HabniogeHus.

[na npoBefeHWss CTaTUCTUYECKOrO aHanu3a HeobxoouMMo 3a4aTbCA  HEKOTOPbIM  YPOBHEM
HanpsKeHWs1 Ha BbIXOAE COrnacoBaHHOIO unbTpa (MOPOroBbIM 3HAYEHUEM), MPEBLILEHNE KOTOPOro C
HEKOTOPOW BEPOSATHOCTBIO FOBOPMITO Bbl O HANMU4YMK NN OTCYTCTBUM CUrHana.

[na BbiboOpa MOPOroBOro 3HayeHuWst Mbl BOCMOMb30Banucb Kputepuem HelmaHa-MupcoHa [2].
CornacHo aToMy KpuTepuio NOporoBoe 3HayeHvie A1 OQHOMEpPHO pacnpeneneHHon CriyYanHoOW BEeNTUYUHBI
OOHO3HAYHO onpefensieTcs 3a4aHHOW BEePOSTHOCTBLIO NOXHOW TpeBorn. 3adaBLUMCh HEKOTOPbIM YPOBHEM
MNOXHOW TPEBOTM M OnpedenvB MOPOrOBOE HanpshKeHue, COOTBETCTBYHOLLUEE ITOMY YPOBHIO, MOXHO
OLeHUTb BEPOATHOCTb OBHapYXeHUs curHana Ans ManbiX COOTHOLLEeHUn curHan/wym. MoxHO onpenenvTb
HEKOTOPOE MUWHMMAnNbHOE 3HayeHue OTHOLIEHWUs CcurHan/wym, npu KOTOPOM BEpPOSITHOCTb Mponycka
curHana yaoBrneTBopseT OONYCTUMOMY B KOHKPETHOM Criyyae 3Ha4eHUIo, M COrfacHO 3TOMY OTHOLLEHWHO
OLEHUTb MaKCMMarnbHOe PaccTOsiHME, Ha KOTOPOM BO3MOXHO OBHapyxeHue curHana npv AaHHOM YpOBHE
wyma.

Ha 3akmiouvMTensHOM 3Tane npousBoauTCst OOHapyxeHue MnobO0YHOro 3NEKTPOMarHUTHOro
nanyyeHua komnototepoB [3]. NMpou3BoanTCa OLEHKa BbIXOOAHOMO CUrHama corflacoBaHHOro unbTpa B
onpegeneHHble MOMeHTbl BpeMeHW. CpaBHMBasi BenWYMHY 3TOrO CUrHama C MOpPOroBbiM 3HAYEHUEM,
NMPUHNMAETCS peLleHne O HanM4MM CMrHarna unm o ero OTCyTCTBUN.

3. ObpaboTka aKcnepuMeHTanbHbIX JaHHbIX

[Ona npoBefeHUa wuccnefoBaHUA KOPPENsLMOHHOrO anroputMa obHapyxeHus nobo4yHoro
3NEKTPOMarHUTHOrO  M3ryyYeHUs KOMMbIOTEPOB HaMW UCMOMb30BanuCb 3KCMEpPUMEHTanbHble OaHHble
W3Ny4eHUs MOHWUTOpa MepcoHanbHOro KomnbioTepa. Ha puc. 1 npeacraBneH npumep UsnyvyeHus
MOHUTOPOM TECTOBOrO CWUrHama npu Marnom ypOBHeE LlyMa, M3MepPeHHbINn Ha dactoTe nopsagka 30 MMy B
nonoce 9 kly,.
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B kayecTBe TECTOBOro CuUrHama Wcronb3oBanacb MOCNefoBaTeNlbHOCTb 4YepHbIX U Genbix
ropu3oHTasnbHbIX nonoc. OTHOLWeHWe curHan/wym Gyaem oLeHUBaTh No YopMyrie:

P
oy

roe é\f — aucnepcus Wwyma; Py, — cpefHsisi MOLHOCTb curHana. Peanusaums curHana ¢ Luymom

npu oTHoLweHuun curHan/wym q = —10 gb npeacrasneHa Ha puc. 2.

MmMnynbcHas xapaktepucTuvka corflacoBaHHOro ounbTpa onpegensnacb Hamu C UCNOMb30BaHVEM
N3MNy4YyeHnsl MOHUTOpa MpU MUHMMAIbHOM YPOBHE LWyMa. Peakuusi cormacoBaHHOro dwnbTpa Ha CurHanm,
n30bpaxeHHbIn Ha puc. 2, NpeAacTaBneHa Ha puc. 3. BugHo, 4TO B CTPYKTYpe BbLIXOOHOrO CurHana
CcoxXpaHsieTcs MHdopMmauns O nepuoae KaapOBOW pas3BepTKM MOHUTOpa. Takmm obpas3om, oueHuBas
BEIMMYMHY peakumMm COrnacoBaHHOro (unbTpa B OMNpeAerneHHble MOMEHTbl BPEMEHW, MOXHO peluaTb
3apady obHapyxeHus MOBOYHOro ANEeKTPOMarHUTHOIO N3MNyYeHNs KOMMNbIOTEPOB.

CornacHo BbiIbpaHHOMY paHee kpuTeputo HenmaHa-lupcoHa 3agaaMmcsl HEKOTOPbIM 3HAYEHUEM
BEPOSITHOCTM JIOXKHOW TPEBOMM Prr. B COOTBETCTBUM C 3TUM 3HAYEHMEM MOXHO HaWTM COOTBETCTBYHOLLEE
3TOMY 3Ha4YeHMI0 NOXXHOW TpeBorn noporosoe Hanpshkenne Ug,, Ha BbIxode cornacoBaHHoro dunsTtpa. Ha
puc. 4 NpegcTaBneHa 3aBUCUMOCTb BEPOSTHOCTM MPOMyCka CUrHana OT COOTHOLUEHWUsI curHan/wym g npu
PUKCMPOBAHHbIX 3HAYEHUAX BEPOSATHOCTU JTOXHOW TpeBorn. M3 pucyHka BUOHO, YTO KOPPESSALMOHHLIN
MeTo nossonseT obHapyxmnsaTb cobcTBeHHOe DM koMNbIOTEPOB BNMOTh A0 OTHOLUEHUST CUrHan/Wwym g
=-15gb.

4. 3aknoueHue

B paHHOM cTaTbe NpoBedeH aHanu3 MeTOAOB OOHapyeHUsi COOCTBEHHOrO 3fIEKTPOMAarHUTHOMO
N3Ny4eHUs KOMMbIOTEPOB B NPUCYTCTBUM LIYMOB. [lokaszaHo, 4TO oBHapyxeHue U3BeCTHOro no dopme
curHana Ha doHe 6enoro raycCcoBCKOro Llyma C MNOMOLLBI COrnacoBaHHOro unbtpa obecneynBaeT
TeopeTUYECKN ONTUMarbHYI0 C TOYKN 3pEHUSA OTHOLLEHUS curHan/lwymM npouenypy obpaboTtku curHana.

Mo pesynbTaTaMm MpOBEAEHHbLIX WUCCREeLOBaHWA YCTaAHOBMEHO, YTO MNpu BbIGPAHHOM TECTOBOM
curHane Ans MoHuTopa npu BEPOSTHOCTWU npornycka He 6Gonee 10° KOPPENSALUMOHHLIN MeTon paboTaer
BMMOTb A0 OTHOLIEHMs curHan/wym q =-12 gb.
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Abstract. In this article the analysis of the computer natural electromagnetic radiation is
accomplished. It is shown that the correlation processing method is optimum if the noise is
gaussian. By the results of experimental researches the method has been establish to process at
miss probability no more than 10” for signal-to-noise ratio down to q =-12 dB.

The personal computer functioning is accompanied by radiation of electromagnetic waves in wide
frequency band from units of kilohertz up to units of gigahertz. This electromagnetic radiation is called
natural. Each device radiates a particular electromagnetic fluctuation spectrum depending on the data
being handled by the device.

The modern science and engineering development level allows using computer natural
electromagnetic radiation for illegal access to the information processed by these devices so there is a
necessity to create devices for protecting information. Another important question is the personal computer
electromagnetic compatibility with other devices, critical to radiation of the devices functioning in the same
frequency band. So the purpose of this article is developing and researching the algorithm for detecting
computer natural electromagnetic radiation.

For increasing the detection probability and computer natural electromagnetic radiating power
estimation accuracy we offer to use the correlation algorithm [1]. The offered algorithm consists of the
following parts. The first stage is forming the pulse characteristic of the matched filter by measuring
computer natural electromagnetic radiation in a wide band of frequencies at minimally possible distance
from the computer. For reducing the noise effect on the matched filter pulse characteristic accuracy
averaging signals on set of the measured realizations is carried out. So the average signal inverted on time
will be the pulse characteristic of the matched filter.

At the second stage noise level measurements are made at absence of the test signal. It allows to
estimate the signal-to-noise ratio on the matched filter output and to set required probability of correct
detection. At the following stage the estimation of the test signal detection probability is carried out at
various signal-to-noise ratio. For choosing the threshold value of the signal on matched filter output we use
Neiman-Pirson’s criterion [2]. According to this criterion the threshold value for uniform distributed random
noise is defined by the given false alarm probability. Having set a false alarm level and having determined
the threshold voltage corresponding to this level, it is possible to estimate detection probability for small
signal-to-noise ratio signals.

At the final stage the detection of computer natural electromagnetic radiation is made by estimating
matched filter output signal at the certain time moments [3]. Comparing this signal voltage value with the
threshold value the decision about signal presence or about its absence is accepted.

For researching the correlation algorithm of computer natural electromagnetic radiation detection
we used experimental data of the monitor radiation. The test signal was the sequence of black and white
horizontal strips. By the results of the carried out research the correlation method is established to process
for chosen monitor test signal at miss probability no more than 10° for signal-to-noise ratio down to q = —
12 dB.
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