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B pabore npeactaBneH  MeTO4  OUEHKM  NOTEHUManbHOM MMUTOCTOMKOCTM

aBTOMaTU3UPOBaHHbLIX cucTem pagumocesasm  (ACP). PaspaboTaHHbli  MeTod OCHOBaH Ha
NCMNOMb30BaHNUN TMNEPreoMeTpnuyeckon crpatermm ummtoHanageHna Ha ACP. [MpennoXeHHbin
METOA4 OLEHKM TMO3BOMSET CTPOMTb ONTMMarnbHble CUCTEMbl  MMWUTO3AWMTbI  LMAPOBbLIX
pagnokaHanoB OT UMUTALMOHHLIX NOMEX, AeNCTBYIOWNX Ha ACP B pexnme aexypHoro npuema.

TeHgeHUMM LUIMPOKOTO BHEOPEHMS aBTOMaTU3MpOBaHHbIX cucteM paguoceasu (ACP) npaktudecku
BO BCE OTpacnu 3KOHOMWKW, OM3Heca, yrnpaBreHuWs rocygapCTBOM, CUMOBBIMWM W APYTMMW CTPYKTypamu
CTaBWT B OMNPeAEerieHHYI0 3aBMCMMOCTb MHOMME BaXkKHble MHAPACTPYKTYPbl OT YCTOMYMBOCTM paboTbl 3TMX
CMCTEM U cTeneHn 6e30macHOCTU MX MPUMEHEHWs. B 3Tnx ycnoBusix 4OCTATOYHO ObLICTPO pasBMBAaOTCS
HOBble HarnpaBfeHusi BO3OENCTBUS Ha TakMe CUCTEMbl, OCHOBaHHble Ha HECAHKLMOHUPOBAHHOM
NMPOHMKHOBEHUN B HUX UK Ha Bornee «TOHKMX» cnocobax HapyleHus PyHKUMOHNPOBaHUS YCTaHOBMEHHbIX
MPOTOKONOB C [AWBEPCMOHHOW WNN KOPbLICTHOW Lenbio. Takoro poga BO3OEWCTBME OCHOBAHO Ha
NPUMEHEHUN WMMUTALUMOHHBLIX CUTHANoB (MMUTOMOMEX), KOTOPOE MPUHATO HasbiBaTb MMWUTOATAKOW WM
nMmMToHanageHneM. Vcnonb3oBaHve TexX WM WHbIX CNOCOBOB MMWTOHaNageHus MMeeT onpeeneHHbIN
NpUOpUTET 3a CYET MOBbILLEHHOW CKPbITHOCTM BO3OENCTBUSA M JOCTATOYHO 60MbLLIMX BO3MOXHOCTEN.

YunTtbiBadg OaHHyl0O OCOBEHHOCTb, BO MHOrMx coBpeMeHHbix ACP ucnonb3ylTca Te WM uHble
cpencTBa 3aWuThbl, OCHOBAaHHblEe Ha uaeHTUdMKaumm n ayteHTudukauum KoppecrnoHaeHToB. Hambonee
cepbe3HoM Mepor ©Oes3onacHOCTU SABMsieTCA MeTon, Kpuntorpadmyeckon 3awuTbl, OAHAKO B CUny
crneunduyecknx annapaTHbIX U OPraHN3aLMOHHbIX CITOXHOCTEN TaKoW BapuaHT MCMONb3yeTcsi B OCHOBHOM
TONbKO B CUCTEMAX CreLmanbHOro Ha3HavyeHus.

B ACP wupokoro npuMeHeHus (nenaxuHroBble, COTOBble W Apyrme ceTn) B OCHOBHOM
MCMonb30BaHbl Cnocobbl AeHTUdMKaLUUN N ayTeHTUdMKALUN, NPUYEM A5 CUCTEM OOHOCTOPOHHEN CBSA3M
B MPUHLMNE BO3MOXEH TOMbKO MepBbI cnocod, Tak Kak HeT obpaTHoro kaHana. Takass ocobGeHHOCTb
cnocobcTBoBana Haubonee LUMPOKOMY MCMOMb30BaHUMIO B CeTaAX crnocoba, OCHOBAHHOrO  Ha
naeHTumKaLmMmn, cTeneHb 3awuTbl KOTOPOW OMNpedensieTcs  ANMHOM ucnonb3yemoro kopa. Crepyet
3aMeTUTb, YTO AAHHbLIA MyTb MOBLILEHWS 3aLUMUTbl CETEN OrpaHMYEH, Tak Kak OH CYLUECTBEHHO CHWDKaeT
MPOMNYCKHYI0 CMOCOBHOCTb CUMCTEM MHOFOCTAHLMOHHOIO AOCTyMNa 3a CYeT YBeNUYEeHWs CEepPBMCHOM 4acTu
curHana (puc. 1), ueHa KOTOpOW MpaKkTUYecku onpepensieT peHTabenbHOCTb ceTu. B aTom cBA3M yacTo
BO3HMKaAeT npobnema Bbibopa ONTUMANbHOM 3alUTbl: KakMM 00Opa3om MOXHO onpegenuTb Tpebyemyto
CTeneHb 3almnTbl.

1-1 koppecnoHaeHT 2-1 KOPPECMOHAEHT N- KOPPECMNOHAEHT
Cepsuc. WHdopm. Cepsuc. WHdopm. Cepsuc. WHdopm.
yacTtb yacTb 4yacTb yacTb . e . 4yacTb yacTb

Puc. 1. O6006LeHHas cTpyKkTypa curHana aBToMaTu3MpoBaHHOW paanoceTy

B obwem crnyyae cyuectByeT HECKOSIbKO CMOCOOOB MMWUTOHanageHust Ha paguocetn [1 - 4],
Hambornee pacnpoCTpaHEHHbIM U3 KOTOPbIX SABMSETCH BapyMaHT BO3AENCTBUS Ha paguokaHarbl JeXypHOro
npuvema. Pexum Takoro MCnonb3oBaHWs paguokaHanoB Haubornee pacnpocTpaHeH BO MHOMMX CeTsiX
CBS3W.

Ons  oueHKkM 3awuweHHocTn pagumokaHana unu  ACP  npepnaraetcs  Mcnonb3oBaTtb
rMnepreoMeTpUYEckyto CTpaTernio UMUTOHanNageHusl, Ha OCHOBE KOTOPOW MOXHO onpeaenvTb npegerbHble
BO3MOXHOCTM Hanagalolwen CTOPOHbI WM  MOMYYUTb OLIEHKY MOTEHUManbHOW 3aluWeHHOCTU OT
UMUTONOMEX (MOoTEHLManNbHYH UMUTOCTONKOCTD).

MepoW 3awmTbl OT paccmaTpuBaemMoro crnocoba UMMTOHaNaLEHUS MOXET CMyXWUTb BBOAMMAs B
ACP HeonpeneneHHOCTb HEKOTOpbIX 3rfeMeHTOB MO0 BCel CEepBMCHOW YacTu curHana wu apyrux
napameTpoB paguokaHana. B obuwem cnydyae ACP aHepretTudecku OOCTYMHbI KaXXOOMY MoNb3oBaTento, B
CBS3M C YeM Ans 3awmTbel Heobxogumo npegycMoTpeTh cneuunanbHble Mepbl. B Mogenu paccmartpuBaeTtcs
3aluTa OCHOBaHHas Ha HeonpegeneHHocTn coctosiHuiA ACP. Cnocobom co3gaHusi HeonpedeneHHOCTU
AN HeaboHMPOBaAHHOIO KOPPECTNOHAEHTa MOXET OblTb BapbupyeMasi CTPyKTypa CEPBUCHOW YacTu curHana
(B OrpaHM4YEHHOM CUrHaTYpHOM MPOCTPAHCTBE - Qfs cuer), @ TAKKE MCMONb30BaHWE MCEBOOCyYanHO
nepectpamBaembix paboumx 4vactor ACP (tak HasbiBaemas [MMPY). B cBowo ouyepenb, curHatypHoe
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NMPOCTPaHCTBO B OOLUEM CIydae MOXET MW3MEHATbCS MO HECKONbKMM MapameTpam: nobutHO B
XEMMMWHIOBOM  MOAMNPOCTPAHCTBE U B MNOAMNPOCTPAHCTBAX OMPEAENeHHOro Buaa  MaHuMynsuuun
(aMnnUTygHOW, 4YacTOTHON, (ba30BOM, LUMPOTHO-MMMYNLCHOM U Ap.). TO eCTb CUrHaTypHOe MPOCTPaHCTBO
MOXET ObITb B 00LLEM CIyYae MHOTOMEPHbIM.

Takum obpa3om, B LIENOM BO3MOXHOCTb MMUTOHanageHuss Ha ACP onpepensietca 3HaHWEM
paboumx 4acToT M pernameHTUPyeMbiM Ha [AaHHbIA MOMEHT COCTOSIHUEM CUrHama B CUrHaTypHOM
NPOCTPaHCTBE.

AHanua BNUAHNA MMUTOMOMEX TaKOro TuMa OCHOBaH Ha pa3paboTaHHOW BEPOATHOCTHOM Mogenu
umMuToHanageHua Ha ACP, 3awuTa KoTopoKr onpeferneHa ncesgocnyyamHbiM U3MEHEHMEM ee COCTOSIHUIA B
Macwitabe BpemMeHM B YACTOTHO-CUrHaATypHOM npoctpaHcTtBe. [Ons dopmanusaumm npouecca
ocyllecTBneHa dakrtopu3auus  YacTOTHO—CUrHaTypPHOro MPOCTPaHCTBA MPU3HAKOB MMUTOHaMNageHus
(Qrs), KOTOpOE NpeacTaBneHo B OPTOHOPMUPOBAHHOM 6asnce HesaBUCUMMbIX MOANPOCTPAHCTB (YacTOTHO
— BPEMEHHOEe U curHaTypHO—BpeMeHHoe). Ha puc. 2, B kadecTBe npumepa, npouecc nmutosawmutel ACP
dopmanbHO npeacTaBneH B BuOE BeKTopa B OPTOHOPMUPOBAHHOM 6asuce 4acTOTHO-CUTHATYpPHOrO
NMPOCTPaHCTBa, OUCKPETHO W3MeEHsLWero paboyee cocTosHMe B Maclwitabe BpeEMEHU, B KOTOPOM
CUrHaTypHOEe MPOCTPAHCTBO OrpaHUYeHO OAHOMEPHbIM MOAMPOCTPAHCTBOM OWUTOBOrO  U3MEHEHMS
CTPYKTYpbl CEPBUCHOM 4acTu curHana. [lpouecc umuToHanageHus npenctaBlieH B BUAE CKAHMPOBAHMS
obnacTtn HeonpeaeneHHOCTU MO TMNepPreoMeTPUYECKOn forMke, B NPEAnosIoKEeHUN, YTO AaHHas obractb
BCerga oOrpaHudeHa W u3BecTHa Hanagawwen cTopoHe. [lpouecc uMUTOHanageHus MoxeT ObiTb
OeTepMUHMPOBAHHBLIM U CNy4YanHbIM, 4TO onpeaensdetca ocobeHHocTamu ACP u opraHuMsauuoHHO—
TEXHUYECKUMM TpeboBaHNAMM K CUCTEME WMUTOHaNALEHMUS. EctectBeHHO, 9TO HanaraeT psg
OorpaHvyeHnii, a B HEKOTOPbIX CNy4vasx AaeT JOMNOMNHUTENbHbINA BbIMIPbILL AMsi CUCTEM UMUTOHaNaAeHus.

[Ona oueHkn 3dPeKTMBHOCTN MMUTOHanageHns Ha ACP, nnn npoTMBOMOMOXHOIMO cobbiTna ee
WMUTOCTOMKOCTU, UCMOSb3YIOTCH BEPOSATHOCTHO-BPEMEHHbIE OLLEHKM:

S PI/IMHZ :W(Perx!I:la(li/Qea)); E

_ 1)
* - Tx :W_l(Prr;PHMHzlLla(li/Qed))’E 1

rae W - cyHKUMSA, onpedensiiowasn ctpaternio Bbibopa
<4 (moncka ckaHMpOBaHUEM) pa3pPELUEHHOro COCTOSIHUS CuUrHana

Q. no rvnepreomeTpudeckon noruke (Prr); I:'a(li/ng) -

YCITOBHLIN OnepaTop npaBgonoaodusi, onpeaensitowunin yenex
T T ... 7 ' UMUTOHaNaZeHus nNpu Bblbope paspelleHHoro coctosiHus ACP

ana onpepgeneHHoro Bunga UMMUTOMOMEX Ii’ 3aBucqallero or

Puc. 2. dopmanusoBaHHoe

Z nomexoyctonumsoctu ACP 1 0COBeHHOCTEN MOCTPOEHMS
npeacTaBneHne CoCTOSHUIA

cucTeMbl 3awWmnTbl; Qe — 06NacTb paspelleHHbIX COCTOSTHUN
NPOCTPaHCTBa CKaHMPOBaHUs (CM. puc. 2).

B cnyyae BO3MOXHOCTM MPUMEHEHUS WMUTOMNOMEX PasnNMYHOro BuAa crieqyeT MPOU3BOAUTL
OLIeHKY MMUTOCTOMKOCTU NS Kaxgoro suga [1, 2]. B aTom cnyyae ans oueHKM MMUTOCTOMKOCTU criedyeT
Monb30BaTbCS CrEAYLUM BbIpaXXEHNEM

uMC — - . ' =LA,
Pie = [0~ XPaaii) + k=LK @)

k
roe X« - VHOMKaTOpHbIN  KO3dduUMEeHT LenecoobpasHocT Kk-ro Buaa BO3OENCTBUS,;

[1, ecnm mpuMeHeHHE AAHHOTO BHAA MMHTOINOMEX BO3MOXKEHO H IenecoodpaszHo;[]

Xk = O

y €CJIM TIPUMCHCHHUC ITaHHBIX HWMHUTOINIOMEX HEBO3MOXHO H Heuenecoo6pa3Ho. |:|

Piviik - BEPOSITHOCTb YCMELWHOro BO3AENCTBISt uMuTonoMex k-ro Buaa Ha ACP; K — Bo3MOXHOe

4YMCIO BMAOOB BO3OENCTBUS HA pagnMokaHan MMUTONOMEXaMM.

B kauyecTBe npumepa MCNONb30BaHUS OLEHKNM MMUTOCTOMKOCTM, MCCnegoBaHa CUCTEMa CBA3M C
NPOTOKOMNOM, WMEIOLLMM JIMHENHO3aBUCUMYHO peakuuio Ha WMUTALMOHHBLIA CUrHan, BbI3bIBaAKOLWNA ee
6nokuposky [1], nOTeHUMANbHYI0 MMUTOCTOMKOCTb KOTOPOW B 3aBMCMMOCTWM OT NapameTpoB 3alimTbl U ee
TEXHUYECKNX XapaKTePUCTUK MOXHO OnNpeaennTb U3 CrieQyroLnx BblpaXKeHUI:
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LEHTPMPOBAHHOMO HopMarbHoro pacnpeaenenus; P (X) = Fj'e 2dt; B — ycraHoBneHHas CKOPOCTb
IT

MaHUNynsaumMmM B KaHane; n —o6bem UHpopMaL MM CepBUCHON YacTu curHana B burtax; t. — AnUTenbHOCTb
nakeTa ogHoro koppecnoHgeHTa (cMm. puc. 1); Te,1 — BpeMsi GITOKMPOBKM CUCTEMbI MPU FTOXKHOM 3anycke.
Ha puc. 3 nokasaH rpaduk ahpekTMBHOCTU UMUTOHanageHns (6roknpoBKu).

MonyyeHHoe BbipaxeHue (3) MO3BONSAET OLUEHMBaTb MMUTOCTOMKOCTb wuccnegyemon ACP ot
UMUTOMOMEX, BbI3blBAKOLLNX B HEW HECAHKLIMOHMPOBaHHYIO 6Grnokuposky. V13 puc. 3 BugHo, 4to HanbonbLuas
MMUTOCTONKOCTb ByaeT JocTturaetca npu ycrnosuu, korga Ten< Tgo. B cnyvae korpa Tsm> Tgar
MMUTOCTOMKOCTb [JOCTUraeT HEeKOTOPOro npeaenbHOro 3HadeHuss P, NOCRNE 4ero oHa ocraeTcs
NOCTOSIHHOW. MOMb3ysCb MONYYEHHOW OLEHKON MOXHO YCTaHaBNMBaTb KOHKPETHble napamMeTpbl 3agaHHOn
cuctembl 3awmutbl ACP. [ns oueHkn nonHon ummutoctonkoctn ACP cneayeT paccumTatb UMUTOCTOMKOCTb
AN BCex BMOOB MOMeX, nocrne 4ero no copmyne (2) BblYMCAWUTL OKOHYATENBHYH WMMUTOCTOMKOCTb
CUCTEMBI.
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The assessment method of the automated radio communication systems (ARCS) potential
security from imitaattack (imitoprotection) is represented in the report. The designed method is
based on usage of the hypergeometric strategy imitoattack on the ARCS. The offered method of
an assessment allows to design optimum protection systems of the digital radio channels from
imitohindrences, influencing on the ARCS in a mode of a listening watch.

The tendencies of the automated radio communication systems (ARCS) implantation practically in
all branches of economy, business and management puts in defined dependence many important
infrastructures from positive stability of the systems operation and security of their usage. In these
conditions new directions of effect on such systems are develop quickly. They are based on unauthorized
penetration into the systems or on more "thin" methods of their protocols breakup with the subversive
purpose. Such influence is accepted to name as imitoattack. Generally there are some methods of an
imitoattack on a radio network [1 - 4], most widespread from which is the variant of influence on the radio
channels of a listening watch. For an assessment of the ARCS security it is offered to use the
hypergeometric strategy of imitoattack, on the basis of which it is possible to define a rating of potential
security from imitohindrences (imitoprotection).

In general case the ARCS are power availability to each user, in this connection for protection is
necessary to provide the special methods. By measure of protection from a considered method of imitative
attack in ARCS can serve the uncertainty of some elements or whole service part of signal and other
parameters of radiolink. A varied structure of service part of signal (in limited signature space - Q s cucr), 8S
well as the use of pseudorandom retuning of the ARCS working frequencies can be a way of creation of
uncertainty for unauthorized correspondent. In turn out, signature space in general case can change on
several parameters: by byte in Hamming subspace and in subspaces of the certain kind of manipulation.
That is signature space can be multivariate in general case.

The analysis of influence of the such type imitohindrances is
A ! based on developed probabilistic model of imitoattack on the automatic
radio link, which protection is determined by pseudorandom change of it
condition in the time scale in the frequency-signature space. For process
formalizations the factorisation of frequency-signature space of the
L/ imitoattack attributes (Qf s), is carried out, which is represent in the
0 ortonormalize basis of independent subspaces (frequency-temporary

and signature-temporary). For example, on fig. 1 the ARCS
. imitoprotection process is formally present in a kind nf vector in the
' ortonormalize basis of the frequency-signature space, is discrete varying
of the working condition in time scale, in which the signature space is
limited by the univariate subspace of bit change of the signal service

C

AN

Fig. 1. Formalization of
ARCS

-4 -
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part structure. The imitoattack process is submitted in a kind of scanning of the uncertainty area on
hypergeometric logic, in the assumption, that the given area is always limited and known for the attack side.

For evaluation of efficiency of imitoattack on ARCS, or opposite event of it imitoprotection, the
probabilistic-temporary valuations are used:

PI/IMHZ =W Prr1T Lla(li/Qea)); E
T W_l(Prr’PMMHZ’LIa(Ii/Qea))’E

where W - function, determining of choice strategy (search by scanning) of permitted signal

@)

condition on the hypergeometric logic (Prr); E'a(li/ng) - conditional operator of plausibility, determining

of imitoattack success by choice of the ARCS permitted condition for a certain kind I; of imitohindrances,
and depends on features of ARCS protection construction; [Je, - area of permitted conditions of the
scanning space (see fig. 1).

At possibility of usage of the different aspect imitohindrances it is necessary to manufacture the
imitoprotection assessment for each of them [1, 2]. In this case for the imitoprotection assessment it is
necessary to use the expression

PHMC:H(l_XkPHMH.k)' k=1,K, (2
k
where [y - the display practicability factor of k-th kind of influence;

[1, if theuseof thiskind of imitohindrancesis possible and expedience; D_

X« =

, if theuseof thiskind of imitohindrancesisnot possible and expedience. D,

Pvnk - probability of successful influence of k-th type hindrances to ARCS; K - the possible
number of influences by imitohindrances on the radio link (imitoattack).

As an example, is probed imitoprotection ARCS at influence the imitohindrances, calling its
blocking [1], which assessment is defined by expression

é. pl U ), ecmn Ty, <T

sm?

Pocrons = ®3)
umc JIK t +T
E_’l_ g Ky ecmn Ty >Tg
H o
where Tgn, - time of change of system conditions; Ty, - time of guaranteed choice of the allowed
system condition; T, = —(an e — Foo Sy 1)

- Kp.Gy %XDE‘&E‘GXDE‘ (Z - Kp1)2 D Ekz Kp,) E Ko,
Vor g0 2g, XKpa ' HKea EV
D:ebsed’ If K> Fedsed )

: if K<F_S,

centered normal allocation; p; - probability of successful choice of the allowed condition for one imitoattack;

in which K = Int[T, B/n|;Z = ®,(X) - function of normalized and

F.S . _ _ ,
p,=1-q,=—%=*—; B - rate of on-off modulation in the channel; n - size of a service part of a signal; t.

F

cucm —cucm
- duration of a packet of one correspondent; Tg,; - handover time of a system at a fail triggering.
Using an obtained assessment it is possible to install concrete parameters of a preset protection
system ARCS. For a complete assessment it is necessary to calculate imitoprotection ARCS for all aspects
of imitohindrances, then to calculate the system final imitoprotection under the formula (2).
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