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AHHoTauusa. B pabGoTe npepcraeBneH meTod unbTpaumm LMEPOBLIX pafMokaHanoB C
YaCTOTHOM MaHWUMynsLUMen OT UMUTOMNOMEX, JENCTBYIOLLMX B MOMEHT ceaHca cBA3n. Metoa ocHoBaH
Ha CKaHMPOBAHUW U BblAENEHUN NOPAXEHHLIX MOMEHTOB CUrHana, nocre 4Yero MeTo4oM Normyeckux
onepauuii ocyllecTBnsieTcs unbTpauus (OYULLIEHME) MOPaXeHHOro curHana. [pennoxeHHbI
MeTon no3BonsieT obecneymBaTh 3awWwnTy UWGPOBLIX KaHamoB pasfnMYHOro HasHayeHus oT
HEeCaHKUMOHNPOBAHHbBIX BTOPXKEHWN, a Takke MOXeT ObITb MCMONb30BaH ANs unbTpaumMm curHanos
NopaXeHHbIX MOLLHBbIMW CENEKTUBHBIMW, HEMpPeAHaMepPEHHbIMY NOMEXaMMU.

TeHgeHUMM pasBUTMS COBPEMEHHBIX CUCTEM pPafUoOCBA3W, OCHOBaHHble Ha aBToMaTu3auuu
npoueanyp o6paboTkm curHamnos u cOOOLLEHWA, CNOCOBCTBYIOT MOBLILLIEHUIO YCTOMYMBOCTM MX pPaboTbl.
ABTOoMaTu3aums o6paboTkM curHanoB U cammx COODOLLEHMIA MNOCTPOEHa Ha NpuHUUNax agonTtauuun K
€CTEeCTBEHHbIM AecTabunusmpyrowmm gaktopam cpefbl pacnpocTpaHeHUss paguoBOfH U K 0COBEHHOCTAM
akcnnyatauuMm ceTtu. 3awmta Takux pagumoceTen, valle BCero, orpaHuMdeHa MCMnonb3oBaHMEM METOA0B
noeHTndukaumm, ayTeHTUdUKaLmMm u Kpuntosawmtbl uHopmauuu. B ysnax obpaboTtkum curHana B
BblcOkOYacToTHOM (BY) w»  HuskouwactotHoM (HY) Tpaktax CylWeCTBEHHbIX Mep 3awutbl  OT
HeCaHKLMOHNPOBAHHbIX BO3OENCTBUN He NpuMeHseTcs. B pedynbTaTte, Takve paguokaHarbl CTaHOBATCS BCe
yA3BMMEE HOBOMY BMAY HECAHKLUMOHUPOBAHHbIX BO34ENCTBMIW, OCHOBAHHOMY Ha MPUMEHEHUU
UMUTaALUNOHHBIX MOMEX, Mo BMAVSIHAEM KOTOPbIX HapylwaeTcsl yHKLUMOHUPOBAHME Y3MNOB OEeTEeKTMPOBaHUS
CUrHamnoB, N30bITOYHOIO AEKOAMPOBaHUS, CUHXPOHM3ALMW, PENYNMPOBKM YPOBHS, YacTOThl, MapLIpyTM3aumm
coobLeHn 1 apyrmx npouenyp, NpedyCMOTPEHHbIX MPOTOKONIOM paauoceTu. [eicTBne MMUTaUMOHHBbIX
nomex Takoro Tuna [1] OCHOBaHO Ha mMpuUMeHeHWn O6nU3KMX NO CTPYKTYpe C MWCMOMb3yemMbiMn B
aBTOMATM3UPOBaHHbIX cuctemax paguoceasn (ACP) curHanamm, v oTiMYaloWwmxcs nuwb B Npeaenax
napameTpoB €CTECTBEHHbIX AeCTabunmampylowmx (akTopoB, HO UMEILLUMX OTNIUYHYK OT HWUX TeHAEHLUIo
N3MEHEHWI, B pe3ynbTaTe Yero TakMe nomexm obnapatoT elle MakCUMarbHOW CKPbITHOCTLIO BO3OENCTBUS.
Takum 06pa3oM, B COBPEMEHHbLIX YCIOBUSX Pa3BUTUS CETEN pagmocBs3v BO3HMKaET cepbe3Has npobnema
UX 3aWwuTbl OT HOBOro Buaa BosaencTeui. Kpome Toro, B cuny Lwimpokoro BHeapeHua ACP Bo Bce cdepsbl
OeaTenbHOCTU, AaHHasa npobnema npuobpeTtaeT rnobanbHbIN Xapakrep.

Ons pelweHns Takoro poga npobrneM npoBedeHO psi4 UCCMefOBaHWW, B pesynbTaTe KOTOPbIX
pa3paboTtaH meTog 3awmTtbl ACP oT nmmutonomex, 4ENCTBYIOLLMX B NPOLIECCE CeaHca CBA3U. MccnegoBaHus
nokasanu, 4YTO MNPV UCMNOMb30BaHWN YaCTOTHOW MaHuMynsauuyM nposiBAsTCA Hambonee yCTOMYMBBIE
Npu3Hakn nMuToaTaku pagmokaHana [2-4]. [aHHble npu3Haku HabnogatoTca B BY TpakTte pagnokanana npwm
pasnMyMu MOMesHOro curHana u MMUMTOMOMEXM MO 4actoTe. B 3TOT MOMEHT vMMMTOMOMEXa HaHOCUT
HanbonbLwnn MHpopmMaumnoHHbin yuepbd ACP — B aToM cnyyae maeT HaBsA3blBaHWE MPOTUBOMNOSOXKHOMO
NMHGOPMAaLMOHHOTO curHana (nmpoucxogut TpaHcgopmaumsi 3Haka). B cnyyae coBnageHuss 4yacTor,
UMUTOMOMEXA HE W3MEHSIET CurHam nones3Horo coobuleHusl. ViccrnegoBaHWsl nokasanu, YTO B MOMEHT

pa3nuunst YacToT MOME3HOro CUrHana u UMMTOMNOMEXM fS * fN B BY TpakTe npuema npoucxoasT GueHusi

aMmnnuTygbl, a Takke gesuauusa dasbl M 4dacTtoTbl (puc. 1). B cnydae paBeHcTBa '-IaCTOTfS :fN

aMmnnuTyga curHana NoCTOsiIHHA U MOXeT M3MEHUTbLCS MULLb MO YPOBHIO B 3aBMCUMOCTU OT ha30BOro casura
MeXay CUrHaroM 1 uMmMTonomexomn [2-4].

AHanuM3 nokasan, 4Tto Haumbornee YCTOMYMBBLIM MNPU3HAKOM HanMyuua B KaHane WUMUTOMOMEXM
ABNseTca OveHne ypoBHSA CUrHama, amnnuTyga KOTOPOro 3aBMCUT TOSbKO OT YPOBHSA MONIE3HOro curHana.
mybuHa gesnauum YactoTbl M dasbl 3aBUCUT OT COOTHOLUEHUSI YPOBHEN UMMUTOMOMEXW K CUrHany, u npwm
3HaYUTENbHOM ee yBenuMyeHUn AaHHbIN NPpU3HaKk MoXeT BbiTb 3aMackmpoBaH nyKTyaLMOHHbIMY NOMexamu,
B pe3ynbTaTe Yero UCMosb30BaHue 3TUX MPU3HaKOB Anst 0BHapy>eHWs UMUTONOMEX HeLenecoobpasHo.

©anekTpoHHas Bepcua nogrotosneHa 3A0 ABTIKC CaHkr-lNMetepbypr, http://www.autex.spb.ru
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YuntbiBag 0cobEHHOCTW MPU3HAKOB MMWUTOATakW, npegriaraemMbli METOA OCHOBaH Ha BblgerneHun
MOMEHTOB pasnununsi 4acToT curHana u umutTonomexu no GueHnsm amnnntyabl (CMm. puc. 1), Ha uHTepBane
KOTOpPbIX (POpMUPYIOTCA MMMynbebl (puc. 2). MNpun cnoxeHun no mod 2 chopMUPOBaHHLIX MMMYNbCOB Uy C
WH(POPMAaLIMOHHOW MOCMNeAoBaTENBHOCTLIO MOPaXKEeHHOW umMuTonomexon Us. BbINONHAETCHA unbTpauus
(ounieHune) curHana Uo.

KOHCTpYKTMBHO peanusaums 4aHHOro MeTofa OCHOBaHa Ha BbINOSIHEHUM Onepauui BblaeneHns
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PMC. 1. 3mMeHeHnsa curHana B BbICOKOYaCTOTHOM TpaKTe I'Ipl/leMa B npOU'eCCe NMUTOATAKUN
A L
t o
A ~
L
t o
7
A
U
t §
7
A
L
t
7
A
U
t §
7

Puc. 2. lNoscHeHue novHuuna nHdoobmMaunoHHon dunbToaumn (ounieHus) curHana

MOMEHTOB OUEeHW C MNOMOLLBI aMnnuUTYQHOro AeTekTopa, unbTpauum npoaeTekTUPOBaAHHOIO
curHana, (GOpMMPOBaHWS UMMYMbCOB, (PUKCUPYIOLLMX MOMEHTbl OMEHWs curHana, U HenocpeacTBEHHO
onepaumm unbTpaumm (OYMLLEHNS) NOPAXKEHHON MHGAOPMALMOHHONM NOCNeLoBaTENbHOCTM OT UMUTOMOMEX
(puc. 3). B cBA3M €O crny4anHOCTbIO (ha30BbIX XapakTePUCTUK MMUTOMOMEXM, OJ1S BblAENEHNsT aMNNTYAHbIX
BGreHnn ncnonb3oBaH cnocob HekorepeHTHoro npuema. [locne amnnNUTYOHOrO AeTEKTOopa yCTaHaBnMBaeTCs
MonocoBor OUIbTP YaCTOTHOW CENeKLUn, CryXaluin Ans BblAeNneHns curHana oueHnin. BepxHsis rpaHnyHas

4YacToTa (bl/IJ'Ipra orpaHnm4yeHa YyCTaHOBJIEHHbIM B KaHane 4acTOoTHbIM COBWUIOM Af, a HWXHAA -—

onpeaensieTcsl paspeLuarolLlelri CrnocoOHOCTLI0 MocneayoLwmx ONMokKoB LEenM U ypoBHEM (OITYKTYyaLMOHHbIX
nomex. OcHOBHasi Uenb OrpaHWYeHusi Nofnockbl YacToT CHU3Y — BbiAeNneHne MOMEHTOB OMEeHUn 3a CHeT He
NpOnyCcKaHWs NOCTOSIHHOW COCTaBnsoLLEeN NPOAETEKTUPOBAHHOMO curHana (puc. 4), BO3H/KaoLWen B MOMEHT
coBnajeHnsi 4acToT curHana u umuTonomexm (cm. puc. 1).
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Puc. 3. dyHKuMOHaNbHas cxema ycTporcTBa (hunbTpaumum UMMTONOMEX

Mocne 4YacToTHOW cenekuun curHan oueHun
noctynaet Ha ©Onok opMUpOBaHMS UMMYMbLCOB,
ONUTENBHOCTb  KOTOPbIX  AOMKkHa ObiTb  paBHa
ONUTENBHOCTU  3aPMKCMPOBaHHLIX  BueHuin. [pu
3TOM BO3HUKAKOT AOMOSNHUTENbHbIE TEXHOMOrMYeckue
CNOXHOCTU ux 06paboTkn, CBA3aHHbIE C MarnbIiM
yncriom  nepuoaoB  BueHuss  yknaabiBaemblX  Ha
NPOTSHXKEHUN ONUTENBHOCTU nposiBNAOLLErocs
npusHaka (cm. puc. 1). Ymcno nepuopoB GueHwin
onpegensdeTcs, npexae BCero, COOTHOLUEHNEM
(Af/B) YactoTHoro cpaBura A K CKOpPOCTU

MaHVII'IyJ'IHLI,VIVIB , a Takke TOYHOCTbIO
CUHXPOHU3aLMM UMUTOMOMEXN C curHarnom no HY,
ucxooa wu3 4ero cnocob BblOENEeHMs MPU3HAKOB
UMeeT OrpaHMYEHHYH0 paspeLuaroLLyd CrnocoBHOCTb.
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Puc. 4. lNosicHeHne npoLecca YacToTHON
cernekumun B Nori0COBOM hunbTpe

CdpopmumpoBaHHble MMMNYNbCbl BUEHUI U NOpaxeHHas MHAOPMAaLMOHHAA NocneaoBaTeNbHOCTL MOCTYNatoT
Ha Onok cunbTpaumMm nHdopMaumKn, rae nocne CNoXeHUst 3TUX CUMrHamnoB No mod 2 BOCCTaHaBNMBaeTCs

NONEe3HbIN curHan.

Takum 06pa3om, pacCMOTPEHHLIN METOA NO3BOJSIIET BOCCTAHABMBATL MOPAXEHHbBI MMUTOMOMEXOM
CWrHanm, MOrpeLlHOCTb BOCCTaHOBIIEHMS KOTOPOro onpegensercs, npexne BCero, OTHOLUEHUEM YPOBHEN
MONe3Horo curHana K ryKTyauMOHHOW MoMexe, YCTaHOBMEHHbIM COOTHOLUEHVMEM 4YacTOTHOro cAaBura K
CKOPOCTU MaHUMynsiuMu B kaHamne cBsi3W Af /B, @ Takke TOYHOCTbIO CHMHXPOHM3ALWWM MMWUTOMOMEXW C

curHanom no HY.
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THE FILTERING METHOD OF THE DIGITAL RADIO CHANNELS BY THE FREQUENCY SHIFT KEYING
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Abstract. The filtering method of the digital radio channels with the frequency shift keying from
imitohindrences at the moment of the session attack is represented in the report. The method is
based on scanning and extraction of the signal staggered moments. After that the staggered signal is
filtering (cleaning up) by the method of logic operations. The offered method allows to ensure
protection of the different designation digital channels against unauthorized intrusions, and also can
be used for the filtering of signals by staggered power selective hindrances.

The tendencies of the modern radio communication systems development based on automation of
the signal processing procedures and messages, promote boosting of their noise stability. The automation of
signal processing and messages is constructed on principles of the fitting to the natural destabilizing factors
of the radio propagation environment and to features of the network operations. The protection of such radio
networks, more often, restricted to usage of the identification, authentification and information security
classification methods. In blocks of the signal processing in high-frequency (HF) and low-frequency (LF)
pathes of essential methods of protection from unauthorized effects is not applied. In result, such radio
channels become more vulnerable to the new aspect of unauthorized effects based on application of
imitative hindrances, under which influence blocks of the signals detection, decoding action, synchronization,
level adjustment, frequency, the messages routings and other procedures established by the network
protocol, disturb performance. The action of imitohindrances of such type [1] is based on application close on
structure with used in automated radio communication systems (ARCS) by signals, and parameters,
distinguished only in limits, of the natural destabilizing factors, but having other tendency, therefore such
interferences have some more maximum stealthiness of effect. Thus, in modern conditions of development
of the radio communication networks there is the serious problem of their protection from the new aspect of
effects. Besides, by virtue of wide implantation ARCS in all spheres of activity the given problem acquires
global character.

For such decision of problems the series of probings is carried out, as the result of which is
developed the method of protection ARCS from imitohindrances influencing during the session. The probings
have shown, that at usage of the frequency shift keying appear the steadiest indication of the radio channel
imitoattack [2-4]. This indication are watched in the radio channel path HF when the useful signal and
imitohindrances frequencies are various (fig. 1). In this moment the imitohindrance realizes the greatest
information injury for ARCS - there is imposing the opposite information signal (signal transformation).
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Fig. 1. Variations of the signal in the high-frequency receive path during imitoattack

At the moment of the frequencies coincidence, the imitohindrance does not change the signal of the
useful message. The probings have shown, that in the moment when frequencies of the useful signal and

the imitohindrance are various (fS E= fN) occur the beat of the amplitude, and also phase deviation and
frequencies in the receive path HF. In case of the frequencies equality ( f; = f),) the signal amplitude is
fixed and the level can vary only depending on phase shift between the signal and imitohindrance [2-4].
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The analysis has shown, that the steadiest indication of presence in the channel of imitohindrance is
the signal beat, which amplitude depends only on the useful signal level. The depth of the frequency
deviation and phase depends on the ratio of the imitohindrance and signal levels, and at its significant
magnifying such indication can be disguised by the fluctuation noise, therefore usage of such indication for
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Fia. 2. The explain of the sianal filterina principle (cleanina up) from hindrances
detection of imitohindrances is inexpedient. Taking into account features of imitoattack indication, the offered
method is based on extraction of the moments of the signal and imitohindrance distinction frequencies of on
beat amplitude, on which interval the pulses are formed (fig. 2). In result, at addition on mod 2 generated
pulses U, with the information sequence by staggered interference Us.,; are executed the signal filtering
(cleaning up) Ur.
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