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NOBbLILWEHUE NMOMEXOYCTONYMBOCTU MHOIOKAHAIbHBIX RSA-CUCTEM

UYepnenko 10.B.
KpacHonapckoe BbIcIee BOGHHOE YUHIINIIE
Poccus, 350035, Kpacnonap, Kpacuna yi., 4
E-mail: ofinko@yandex.ru

PaccmoTpena nmomexoycToiunBas MHOTOKaHAIIBHASI aCCHMETPHYHAS KPUITOCHCTEMA Ha 0a3e OJHOKaHAIBHOW CHC-
Tembl RSA. /Iy momydeHHs HOBOTO CBOMCTBAa MOMEXOYCTOHYMBOCTH HCIOJIB30BaHbl CBOMCTBA M30BITOYHOTO MOIY-
JISIPHOTO KOZa, OCHOBaHHOTO Ha Kuraiickoil Teopeme 00 ocTaTkax.

Cucremy nepenavyn KOHQHUICHINATEHOW HHPOPMALINU MOXKHO MIPECTaBUTH B CIeMyromeM Bre (puc. 1).
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Puc. 1. OnHokaHanbHas cucTeMa repeaadn KoHpuIeHIMaIbHOH nHopManuu

IMpencraBineHHas cucTeMa MpeoiaraeT BO3MOXHOCTh HCKaxkeHus kpuntorpammel C TiepeaBaeMoii OT Hc-
TOYHHKA K IOJTydaTelio coolmenus. B pesynprare mmdpaTop morydaTesns cooOmeHus 0opadbaThIBaeT HCKAKEHHYIO

k *
kpunrorpammy C . Clie10BaTenbHO, CYIIECTBYET BEPOSTHOCTD TIOTyUYEHHS JIOXKHOTO coolmeHust M, oTangHoro
%
ot nepenannoro M . Ionydarens cOOOIIEHHS TIPH STOM MOKET IPHHATE M 3a HCTHHHOE WK JIoXKHOE. B ciyuae

onpeneneuust M * KaK JIOKHOTO OH MOKET COCTABHTS 3arpoc Ha MOBTOP MEepeaHHOro cooOIIeHUs (TIPH HCIIOIB30-
BaHWM peLIalolIeil 0OpaTHON CBSI3M), YTO CHHMXKAET ONEpaTMBHOCTE 0OMeHa MH(pOpMaIfell M1y MCTOYHHUKOM U
TIOJTy4aTeIIeM.

ITpn ucnonp3oBannu anroputMa RSA mpaBmma 3amudpoBanHus U pacmM(poOBaHUS OMHCHIBAIOTCS BBIpaXKe-
HUSIMU:

C=MF¢ (mod m), ()

M=ct (mod m). M 2)

PaccMOTpUM CHTYLHIO, Koria B poiti uetounnka 1 iMHGER@MHMISmenyii BricTynal0T MOTB30BaTENH, 00%-
eIMHEHHbIe B JIOKaJbHBIE ceTH A U B. B atom cnyqawgb MHOT'OKaHaJIbHOM CHCTEME I yg&;paTOp
KOHGHUACHIMATBHON HH(OpMAIMH. Y CTPOHCTBO, KOTOPOE HA30BE cepmcmm, Oynet GopMHUpOBaTH 1 BHPTY-
albHBIX KaHaOB 1y nepegauu kpunrorpamm (Cp, C2,...,Cy , PopMupyeMsIx noiab3oBaTelassMH OJHON U3 cereid
(puc. 2). IloBblIeHnEe TOMEXOYCTOMYMBOCTH B MHOTOKAaHAJIBHOM cucreMe Ha 6aze anropurmMa RSA Bo3MOXkHO 3a
CUeT MPUMEHEHHUS METOZI0B H30BITOYHOTO KOJUPOBAHNS. M *

PaccMoTprM MHOTOKaHAJIBHYIO CHCTEMY Ha 0ase annw&ﬁ%.é M N30BITOUHBIM KaHAJIOM M BO3MOX-

HOCTBIO0 OOHAPYKEHHS OTHOKPATHBIX OMIHOOK (pwuc. 3). LLIVchpaTop
41, pMauuu
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Puc. 2. MHOrokaHajibHasi CHCTeMa Iepeaayn KOHGHICHIMAIbHON HHOpMAIHN
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Puc. 3. MHorokananpHass KpunrocucreMa Ha 6aze aroputMa RSA ¢ omHMM M30BITOYHBIM KaHAJIOM U BO3MOXHO-
CTBIO OOHApYKeHHs1 OJJHOKpaTHBIX omKOok (PK — pactmpurens kona, AK — ananuzatop ko)

[IpaBuna 3ammdposanust u pacmudposanus (1) n (2) s ciryyass MHOTOKaHAIBHOM CHCTEMBI NIPUMYT Cile-
JYIOIIMNA B

c1=M; (modm;, ),
Cr=M3? (modm, ), 3)

Cp=M  (modm,).

n

Mlzcld1 (modm; ),
M2=C%2 (modm, ), (4)

.oy

My, = C,‘f” (modm,, )

rne Mi,M>,-.., M, — OTKpbITbIC TeKCTBI, C1, C2,...,Cy — KPUOTOIPAMMBI, 111,12 5---» My — MOIYJIH
U(POBAHUSL; e],e),-.., ey — OTKPBITHIE KIIIOUY 3allu(poBaHus KPUIITOCUCTEMBI Ha 0ase ajropurMa RSA;
di>d2,.--»dy, — 3aKpBITHI KTI0Y paci(poBaHUs KPUIITOCHCTEMBI Ha Oa3e anroput™a RSA.

IIpu mepenave xpunrorpamm Cp, Cp,...,C; MO HE3AIIUIICHHOMY KaHaly CBA3HM, TAKKE KaK M B OJHOKa-
HaJIbHOW KPUNTOCUCTEME MOTYT MPOM30NTH HMCKKEHUS M MPUHUMAIONIMA KOPPECHOHJEHT (B paccMaTpuBaeMoOM
ciydae — KOPPECIOHICHTHI) JOKAJIbHON BBIYACIHUTEIILEHOW CETH B MOaydYaT KpUITOTPaMMBI Cik, CE ey Cj;. Ta-

KM 00pazoM, mporenypa pacmrdpoBanus (2) IpuMeT BUA:
d
Mi=C| : (mod fm)»

M3=C5" (mod my), 5)

cey

* xdp
Mp=Cy (mOd mn)’
* * %
rne M|, M,,...,M, — OTKpBITbIC TEKCTHI, KOTOPBIC MOTYT COAEPKATh OMIMOKY B Pe3yIbTaTe paciunpoBaHus
UCKOKEHHBIX KPUIITOIPAMM.
Baezem HoBbIE yciI0BUsL K BBIOOPY Monyuneit umdposanus: ged(m;, m j) =1, rne gcd(a, b) — wauGonbuimii
oOwuit nemurens a u b (i, j=1,2,...,n). Torna cucreme ypasuenuii (3) B coorserctBru ¢ Kuraiickoii Teope-

MOi1 06 0CTAaTKAX MOXKHO COMOCTABUTH €AMHCTBEHHOE PELICHHUE:
n
C :C'I}TCi (modpy)» tie CRT — rpynmosoii onepatop pemenus cuctembl ypasreHuit no Kuraiickoit

teopeme 00 octarkax (Chinese remainder theorem) [1, 3].
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Ecmu paccmarpusars xpunrorpammel Ci, Co,...,Cy, Kak 3JIE€MEHTHI KOJQ, IEPEJaBaeMoro 0T OJHOIO KOp-
PECIIOHJEHTA CETU APYIrOMY B H-KaHAJIbHOU KPUIITOCHCTEME, TO J00aBlIeHHE M30BITOYHON KpUNTOrpaMMbl (41

MOJKHO Ha3BaTh PacIIUPEHHEM KOJa, a YCTPOWCTBO BBIMOJHSIONIEE ATOT MPOIIECC — paciupuTeneM kona. Ha npu-
€MHOM KOHIIE TOJDKHO OCYIIECTBIIATHCS cpaBHEHHUE U BhIpaboTka curHana «OILIMBKA» ananmnzatopoMm koxa, obec-
MIEYUBAIONIIM IpeoOpa3oBaHue KOJa B COOTBETCTBUM ¢ Kuraiickoi Teopemoii 06 ocTaTKax M CpaBHEHHE HOIYy4eH-
HOTO pe3yJIbTaTa ¢ IOPOTOBBIM 3HAYEHHEM, PAaBHBIM IPOU3BEACHHUIO MOIYIEU 711, M2, ..., My - Y YATHIBAS, pac-

CMOTPEHHOE BBILIE MHOTOKaHAJIbHAsg KPUITOCUCTEMAa NPEJCTABICHHAs HAa PUCYHKE 2 NPUMET CIEAYIOLIUI BUJ,
NpeAcTaBlIeHHbINA Ha puc. 3.

JUtst TOJTy4eHusl PacIIMPeHHON CHCTeMbI KPUITOTPAMM JOMOJHUM CHCTEMY MOAYNCH i, m2,..-,m, CLIe
OJHUM MOJIYIEM: M, | TaKHM, 4TO gcd(ml-,mj) =1,rme i, j=1,2,...,n+1. TlorpeGyem, 4TOObI BBIIOJIHS-
JIOCh YCIIOBUE: 1], M5 -+-» My < Mp4] - TOTA MOXKEM HOIYYIUTh PACUUUPEHHYIO CUCTEMY KPHIITOIPAMM:

C1,C25+-+sCps Cpyr> 1 C =C (mOdmn )’ Cp=C (mOdmnH )
B COOTBETCTBHH C MOJOKEHUSIMH MOIYJISIPHON apU(METHKH PACHIMPEHHAsE CHCTEMa KPUIITOTPaMM TIPEACTaB-

JISeT pacIIMpeHHbIH Moy IsapHbIH R -Kkoa, 061a1aromuil cBOHCTBAMU 0OHAPYKEHHUs ¥ MCIPABIeHHUs omuboK [1, 2,
5-7]. llpencraBineHHas Ha pUC. 3 n-KaHATbHAsI KPUIITOCKCTEMA [TO3BOJISICT OOHAPYKUBATH OJTHOKPATHBIC OIIUOKH.

Takum oOpasom, cucremy ypaBHeHuil (5) pacurndpoBaHusi HEpeNuIleM B BUJAE CIEIYIOUICH paclIMpeHHON
CHCTEMBI:

M = Cl*d1 (mod 1zy),

M5 = C;dz (mod mz),
(6)

Y

Mtz = C;lkdn (mOd mn)a

* *dp
Mu1=C, 1" (mod /1)

[Mpocreiimmm npu3HaKoM OOHAPY>KUBaeMOH OIIMOKH SIBIISIETCS BBINTOJHEHUE HepaBeHCTsa [ 1, 2]:
n n
* *
C* >[I m;. The C" = CRT ¢ (modm,)-
: i=1
i=1

[IpumeHeHre JaHHOTO METO/a MOBBIICHUS TIOMEX0YCTOHYMBOCTH MHOTOKAHAIBHBIX KPUIITOCHCTEM Ha 0ase ai-
ropurmMa RSA, mo3Bosser 00ecneunTh BO3MOXKHOCTh O0OHAPYKEHUS UCKAXKCHUH B TIEpeIaBAEMbIX KPUIITOIPaMMax
pH JIF000 BennunHe OmuOKY (B MacmTabe OHON KPUNTOTPaAMMBI), TO €CTh M B CIIy4ae CTUPAHUS KPUOTOTPAMM
i oOphIBE TMHHH, €CITH KOJTHMYECTBO MCKAKEHHBIX KPUITOTPAMM HE TPEBBIIIACT 0OHAPYKUBAIOIINX BO3MOKHO-
cTeil R-koma. B manpHEWIIMX WCCIIEOBAHUAX MPEATIONAraeTCs pacCMOTPETh BOMPOCH: 1) obecriedeHus: moMexo-
YCTOWYHMBOM Tlepeaun KIIF0Ue; 2) BO3MOKHOCTH MCIIPABIICHUS OIIHOOK IIPH Iepenade Kpumnrorpamm; 3) obecrede-
HUSI UMUTOCTOWKOCTH MHOTOKaHAJILHBIX KPUIITOCUCTEM Ha 0a3e aimoputMa RSA.
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MULTICHANNEL RSA-SYSTEMS BOOSTING OF NOISE STABILITY
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The noise-resistant multichannel dissymetric cryptosystem is considered on the basis of one-channel system RSA. For
deriving new property of noise stability properties of the surplus modular code based on the Chinese remainder theo-
rem are used.
At usage of algorithm RSA of a code rule and decoding action are described by expressions:
C=M¢ (modm); M =C? (modm). (1)
Code rules and decoding actions (1) for a case of a multichannel system will receive the following aspect:
e d
ci=M[" (modm), M1=C{" (modm),

Cy=M5* (modm,), M2=ng (modms, ),

>

ceey ceey

Cp=MS (modm,). |M,=C% (modm,)

Where M1, M?>,.... M, —- clear texts; C1,C2,...,C; — cryptograms; mq,m?2,...,m, — modules of a
ciphering; ey, e2,..., e, — open keys of encoding; d1,d>,...,d, — the closed key of decoding action.

Let's enter new conditions to choice of modules of a ciphering: ged(m;, m j) =1. Then according to the Chi-

n
nese remainder theorem it is possible to receive the unique decision: C = CRTc ; (mod mj), where
i=1
CRT — a group operator of the decision of a set of equations under the Chinese remainder theorem. If to consider
cryptograms C1,(C2,...,C; as the code units, transmitted from one correspondent of a network to another in a »-

channel cryptosystem adding of an excessive cryptogram C,,, can be named code extension.

For deriving the extended system of cryptograms we shall add a system of modules 1, m3,...,m, one more
module: m,,,; such, that gcd(m;,m j) =1,where i, j =1, 2,..., n+1. We shall demand, that the condition satis-
fied: my, mo, ..., my <mpu+1 - Then we can receive the extended (excessive) system of cryptograms:

C1-C2s...,Cys Cpy1 » Where anC(modmn), Cui =C(modmn+1).

According to positions of modular arithmetics the extended system of cryptograms represents the extended
modular R -code possessing properties of detection and an error-checking. The elementary indication of a discov-
ered error is realization of an inequality:

n * " *
c*> [Tm;, where C* = CET C; (modm;).
i=1 -

Application of the given method of boosting of noise stability allows to provide a possibility of detection of dis-
tortions in transmitted cryptograms at any error figure (in plotting scale of one cryptogram).
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