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ABSTRACT

Transmissionandexchangeof digital imageswith friendsandcustomersis becomeaverysimpletaskthanksto thedevelopment
of the communicationnetworks andthe tools built aroundthem. Unfortunately, suchoperationsbecomedelicatewhenever
imagesecurityis required,typically for commercialapplicationsor protectionof proprietarydata. Solutionsassociatedto
dataencryptionalreadyexist but areusuallycomplex anddo not take into accountthespecificitiesof images,generallyunder
a compressedform. The Joint PhotographicExpertsgroup hasrecentlycreateda new still imagecoding standardcalled
JPEG2000.It presentsanefficientcompressionschemetogetherwith supportof functionalitiesrequiredby todayandtomorrow
applications(progressivedecoding,regionof interest...).

By consideringthe JPEG2000algorithm,we arepresentingtools for imageauthenticationor accesscontrol (on image
resolutionsandqualities). Thesetechniquescanbe appliedon JPEG2000codestreamsor directly integratedinto the cod-
ing/decodingoperations,andaremainly basedon modificationandinsertionof informationin the bit stream.The resulting
codestreamsremaincompliantwith thestandard.Moreover, they allow imagesideinformationretrieval and/orpreventuseby
unauthorizedparties.

Keywords: JPEG2000,imageauthentication,accesscontrol,compresseddomain,waveletdomain,encryption,digital signa-
ture

INTR ODUCTION

With theexpansionof thecommunicationnetworks, it appearsrelevant to developtools to authenticateeitherthe integrity of
the dataor the degreeof control from an end-user. Somerequirementsarevery importantfor applicationswherea digital
imagehasto besentto anend-user:First, theusershouldbeableto verify theorigin of thereceiveddata.Second,thesender
generallywantsto ensurethat the datawill not be usedby an unauthorizedparty. Moreover, for efficient transmissionand
storagepurposes,imagesaregenerallysentundertheircompressedform. A new still imagecompressionstandard,JPEG2000,
hasbeendefinedrecently, to beusedin variousmultimediaapplications.Thisstandardhasbeendevelopedin orderto integrate
featuresneededby todayandtomorrow applications(goodqualityathighcompressionratios,scalability, Regionof Interest,...),
andthataregenerallyeithermissingor notwell coveredin existing codingalgorithms.0

This paperproposesoneauthenticationand two accesscontrol techniquesthat canbe easily integratedin a JPEG2000
codec,while remainingcompliantwith thestandard.

In thefirst sectionof this paperaredetailedtherequirementsof theproposedtechniques.Then,section2 briefly describes
the key pointsof the JPEG2000baselinealgorithm. Section3 presentsthe authenticationalgorithm. The two next sections
describetheaccesscontrol techniqueson imageresolutionsandlayersrespectively. Finally, conclusionsaredrawn in the last
section.
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Raphäel Grosbois:E-mail: Raphael.Grosbois@epfl.ch
PierreGerbelot:Email: Pierre.Gerbelot@epfl.ch
TouradjEbrahimi:E-mail: Touradj.Ebrahimi@epfl.ch



In Proc. of theSPIE46thAnnualMeeting,Applicationsof Digital ImageProcessingXXIV, SanDiego, July 29th -
August3rd,2001.

2

1. REQUIREMENTS

As mentionedabove,theproposedtechniquesaredesignedto satisfytheneedsof applicationsdealingwith securedigital image
transmission.Moreprecisely, weareconsideringscenarioswhereadigital imagehasto besentfrom its ownerto anauthorized
end-user.

Suchapplicationsmostlymakeuseof variousencryptiontechniques,whereanimageis generallyencryptedwith a private
key, andsentto anuserthatownsthepublic key necessaryto decryptit. Thesetechniquesaregenerallyvery robust,but with
thecostof usingcomplex algorithms.Likewise,they usuallydonot takeinto accountthepropertiesof thedataandits encoding
algorithm,hencepreventingfeaturessuchasrandomaccessor imageprogressivedecoding.

Thefollowing requirementswereidentifiedandusedduringthetechniquespresentedin this work:

1. Theauthenticationshouldidentify any attackmodifying thevaluesof theimagecoefficients.

2. Theaccesscontrolshouldallow partialvisualizationof theimagecontent(i.e. low resolutionor quality).

3. Theaccesscontrolshouldefficiently preventunauthorizedpartiesto accesstheprotecteddata.

4. Theproposedtechniquemustremaincompliantwith theJPEG2000algorithm.

5. Theproposedtechniqueshouldpreserve theimagequalityandthecompressionperformance.

6. Theproposedtechniqueshouldbedirectly integratedin aJPEG2000codecwithout significantcomplexity overhead.

Thefirst requirementimpliesthat theauthenticationtechniqueis shouldnot besensibleto manipulationsthatpreserve the
valuesof the coefficients. For instance,transcodingsthat modify the progressionmodeof a JPEG2000codestreamor that
discardimagehigh resolutions,mustnot bedetectedby theproposedalgorithm.Requirements2, 3 and4 signify thatall users
shouldbeableto decodethecompressedimage,but only authorizedonecanaccessto theoriginal data.Finally, requirements
5 and6 indicatethat theproposedtechniquescanbeappliedduringtheimageencodingand/ordecodingprocedures(eitherin
thewaveletdomainor on thebit stream),while not decreasingtheperformancesandthefeaturesof thecodec.

2. JPEG 2000OVERVIEW

The JPEG2000standardhasbeencreatedby the Joint PhotographicExpertsGroup(JPEG),alsodenominatedasISO/IEC
JTC1SC29/WG1.Currently, it definessevenpartsdealingwith thedifferentaspectsof thestandard.Althoughat thetime of
thewriting of thispaper, only thefirst parthasreachedthelevel of InternationalStandard(IS), thecurrentlydefinedpartsare:

1 Part1: Baselinemode(coresystem).2
1 Part2: Extensions,coveringspecificapplications.3
1 Part3: Motion JPEG2000.

1 Part4: Conformanceandcompliance.

1 Part5: Referencesoftware.

1 Part6: Compoundimagesfile format.

1 Part7 (calledpart8 in thespecification):JPEG2000hardwarereferencecode.

In this paper, we areessentiallyconcernedby the first part of the standard,althoughthe proposedtechniquesare likely
to be extendedto the otherparts. JPEG2000part 1 only definesthe decodingalgorithmaswell as the codestreamsyntax.
Neverthelessand for the purposeof a clear presentation,we describea genericencodingalgorithm in this section. More
informationanddetailscanbefoundin thedescriptionof thestandard.2

A typical JPEG2000part1 encodingalgorithm(seeFigure1) typically accomplishesfour operations:Wavelet transform,
embeddedscalarquantization,entropy encodingandcodestreambuilding (i.e rate-allocation).The remainderof this section
briefly describeseachof theseoperationsin order to facilitate the understandingof the authenticationand accesscontrol
methods.Notethatsomeothermodules,suchasregionof interestscaling,4 arenotrepresentedherebut canbepresentin more
sophisticatedencoders.
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Figure1. Typical JPEG2000encoder
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Figure2. Imagein thewaveletdomainafterthreelevelsof decomposition.By usingsubbandsinformationin theorder 565 0 ,
( 7�5 0 , 567 0 , 787 0 ), ( 785 3 , 597 3 , 7�7 3 ) and( 7�5 2 , 567 2 , 7�7 2 ), it is possibleto reconstructresolutions0,1,2and3 of theimage
respectively.
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2.1. Wavelet Transform

During a first step,the imageis decomposedinto wavelet subbands,by applyinga 1-D DiscreteWavelet Transformscheme
(1-D DWT), successively on therows andthecolumns.: JPEG2000part1 actuallysupportstwo filter banks,corresponding
bothto biorthogonalwaveletbases.Thefirst is basedon Daubechies9x7 waveletfilters; andis usedfor lossycompressions,
becauseof its goodperformancesathighcompressionratios.Thesecondis basedon Le Gall 5x3waveletfilters< andprovides
for losslesscompressionsthanksto its rationalfilters coefficients.

Thanksto thismulti-resolutionanalysis,it is possibleto accessandwork only in certainresolutionsof animage.As depicted
in Figure2, thelowestimageresolutioncorrespondsto theLL waveletsuband(Low horizontalandLow verticalfrequencies).
Thesecondimageresolutionis reconstructedby addingtheinformationof theHL (High horizontalandLow verticalfrequen-
cies),LH (Low horizontalandHigh verticalfrequencies)andHH (High horizontalandHigh verticalfrequencies)subbandsof
the lastdecompositionlevel. Likewise,onereconstructsthehighestimageresolutionfrom the lastbut oneresolutionandthe
HL, LH andHH subbandsof thefirst decompositionlevel.
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Figure 3. Sign-magnituderepresentationof a coefficient. Thesign is locatedin theMost SignificantBit (MSB) anddirectly
followedby theabsolutevalueof thecoefficient’smagnitude.

LSBMSB

si
gn Magnitude

Figure4. Arithmetic encodingof code-block’sbit-planes.Thebit-planesareprocessedin a maximumof threecoding-passes
that generatecodewords. The resultingbit streammustbe terminated,at least,after processingthe last bit-plane. The last
terminationmarker is eitherimplicit or explicit
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2.2. EmbeddedScalarQuantization

Thesecondstepin a JPEG2000compressionis ascalarquantizationof thewaveletcoefficientsaccordingtheformula:

=?>�@ ACBEDFBHGCIKJLAMDHNPORQS=T@ AUBVDFBHGCISWYX	ZC[ =T@ AUBED\B]GCI [^	_ ` (1)

where =T@ AUBVDFBHGCI and = > @ AUBVDFB]G�I aretheun-quantizedandquantizedwaveletcoefficientsat location( D ,G ) in subbandA , ^	_ is the
quantizationstepsizeof subbandA , AMDHNaORQcbdW givesthesignof coefficient b , and ZSb ` is thefloor function(i.e. largestintegernot
exceedingb ).

This operationreducestheprecisionon thecoefficientsandis obviously not appliedin thecaseof a losslesscompression.
Nevertheless,it is worthpointingoutthat,from thisstep,all thecoefficientsmustbeusedin theirsign-magnituderepresentation,
assketchedin Figure3. Notethatin thisrepresentation,themagnitudeof thecoefficientsis shiftedupwardtheMostSignificant
Bits (MSB’s),andmaybefollowedby fractionalbits usefulto eitherestimatethedistortionduringtherate-allocationprocesse
or to scalecoefficientsin ROI scalingmode.4
2.3. Entr opy Coding

The entropy coding is performedinside rectangulargroupsof wavelet coefficientscalledcode-blocks. In eachcode-block,
thecoefficientsin sign-magnituderepresentationareprocessedfrom themostsignificantmagnitudebit-planetowardtheleast
significant. Furthermore,in eachbit-planethe bits arescannedin a maximumof threepassescalledcoding-passes. Finally,
during eachcoding-pass,the scannedbits with their context valuearesentto an adaptive arithmeticencoderthat generates
the code-block’s bit stream.Thewholeoperationis summarizedin Figure4. More detailscanbe found in the descriptionof
JPEG2000part1.2

It is importantto notethatthecodewordsgeneratedby thearithmeticencodermustbe(at least)terminatedat theendof the
lastbit-plane(thestandardactuallyallows terminationsafterany coding-pass).During this terminationprocedure,thecontent
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Figure5. Layersbuilding from code-blockscoding-passescodewords
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of thearithmeticencoder’s registersis flushedinto thebit stream,which is thenendedby anexplicit or animplicit termination
marker (i.e. a two-bytesvaluegreaterthan0xFF8F).In thelattercase,no suchmarker is effectively written into thebit stream,
basedon thefactthatthearithmeticdecoderautomaticallyaddssucha markerwhenit reachestheendof thebit stream.

2.4. Codestreambuilding
This last procedurecarriesout the creationof the so-calledlayers, as well as the generationof the final codestream.The
JPEG2000layersroughlystandfor successive qualitiesat which a compressedimagecanbeoptimally reconstructed.These
layersarebuilt duringa rate-allocationprocessthatcollects,in eachcode-block,acertainnumberof coding-passescodewords
(seeFigure5). Hence,in a code-block,thebit streamis distributedinto a certainnumberof layers.Notethat thelastbytesof
thebit streammaybediscarded,resultingin a higherdistortionfor thereconstructedcode-block.Furthermore,a code-block
maynot contributeto somelayers.Detailson therate-allocationprocedurecanbefoundin D. Taubman’spaper.e

A JPEG2000codestream(asshown in Figure1) consistsin aheaderfollowedby packetsof data.In eachpacketappearthe
codewordsof thecode-blocksthatbelongto a sameimagecomponent,imageresolutionandlayer. Thus,apacketcorresponds
to abody, with thecoding-passescodewords,andaheaderthatcontainsidentificationandinformationaboutthecorresponding
code-blocks.

3. AUTHENTICA TION

As pointedout earlier, our goal is to identify the attackson imagecoefficientsvalues. Sincea modificationin the spatial
domaintranslatesinto a modificationof waveletcoefficients,it turnsout that,in theJPEG2000framework, theauthentication
procedurecanbeappliedin thewaveletdomain.Notethat,dueto thespace-frequency localizationof waveletbases,it is still
possibleto determinethepositionof aneventualattackfrom thewaveletdomain.

In ourscheme,weproposeanauthenticationof code-block’sbit stream.Indeed,amodificationof somewaveletcoefficients
in a code-block,generallyimpliesthegenerationof differentbit stream.Hence,we will considerasnegligible any attackthat
doesnotmodify thecode-block’sbit stream.Suchanattackcanbe,for instance,a redistributionof thecode-block’sbit stream
amongthelayers,or amodificationof waveletcoefficientsvaluesthatis lessthanthequantizationstepsize.

Fromtheseconsiderations,we have designeda schemethatfirst computesa digital signature(i.e hashvalue)of thecode-
block’s bit stream. The originality of the proposedmethodis in the inclusionof this hashvaluedirectly in the bit stream.
More specifically, we usethe fact thatany byte in the bit stream,appearingbehinda terminationmarker, will not be readby
a compliantJPEG2000entropy decoder. Consequently, theproposedauthenticationtechniquecorrespondsto the threesteps
describedbelow.

3.1. Code-block’sbit streamhashing
In our method,we have usedtheSecureHashAlgorithm (SHA} ) in orderto generatedigestsfor thecode-blocksbit streams.
Note thatany otherhashfunction (MD2, MD4, MD5, ...) couldalsobe usedin our authenticationalgorithm. The choiceof
sucha functiondependson theapplication’s requirements,suchasthedifficulty to retrieve thebit streamcorrespondingto a
hashvalue,the algorithmsimplicity, or the influenceon compressionperformance(becausethe hashvalueis insertedin the
codestream).Thus,by applyingtheSHA algorithmonthebit streams,wegeneratedigital signatureswith afixedlengthof 160
bits percode-block.
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Figure6. Code-block’sbit streamauthenticationscheme
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3.2. Hash value encryption

In a secondstep,we want to avoid that the hashvaluecanbe replacedafter an attack,disablingthusany authentication.In
this purpose,we encrypteachhashvaluewith a public-key cryptosystemsuchastheRivest,Shamir, andAdlemanalgorithm
(RSA2�¶ ). Again, any othercryptosystemcanbeusedin the framework of our method,dependingon therequirementsof the
application.In any case,at theendof thisoperation,we endwith theencryptedhashvaluesof all code-blocksbit streams.

3.3. Encrypted hashvalue insertion in the bit stream

By construction,thearithmeticdecoderstopsreadingbytesfrom thebit streamwhenit encountersa terminationmarker (i.e.
a two bytesvaluegreaterthan0xFF8F).This interestingfeatureis usedhereto addsomeextra bytesin thebit streamwithout
affecting the arithmeticdecodingprocess.Indeed,any addedbyteswill be skippedby JPEG2000compliantdecoders.The
only precautionto take is thenumberof addedbytessincethis increasesthecodestreambit-rate.

In our method,we appendthe encryptedhashvalue at the end of the correspondingbit stream. However, becauseof
possibleuseof implicit terminationmarkers,we have first to ensurethat the last terminationmarker is effectively written in
the bit stream,beforeaddingthe encryptedsignature.Note that thanksto the positionof the hashvaluein the codestream,
any JPEG2000compliantdecoder(not awareof theauthenticationmethod),will skip thevalueandwill perfectlydecodethe
compressedimage.This is why theproposedmethodclaimsJPEG2000compliance.

3.4. General considerations

The global authenticationsystemis summarizedin Figure6. This operationis donebetweenthe entropy codingandrate-
allocationproceduresof a JPEG2000compression.At the decoderside,we retrieve first the code-block’s bit stream,and
isolatethebytesbeforetheterminationmarker (i.e. coding-passescodewords)from thoseafterthis marker (i.e encryptedhash
value).Finally, we recomputethenew hashvalueof thecodewordsandcompareit with thedecryptedone.Notethatanattack
is detectedwhenthe encryptedhashvalueis missingor whenit is not the onegeneratedfrom the precedingbytesin the bit
stream.

AlthoughtheJPEG2000standardallows severalterminationsinsidea samecode-blockbit stream,only thelast is usedin
our scheme.This is to limit thecodestreambit-rateoverhead(160bits percode-blockandper termination)andalsoto avoid
beingsensitive to modificationsof thecode-blockscontributionsto layers(i.e. layerre-allocation).

As pointedout earlier, the originality of the proposedauthenticationalgorithmresidesin the placewherethe encrypted
hashvalueis put. Thus,any otherhashingandencryptionalgorithmscanbeusedat theplaceof theproposedSHA andRSA
techniques.

Finally, it is worth pointing out that the idea of inserting(hiding) someextra bytesafter codeword terminationcan be
extendedto mayotherapplications.Thetwo next sectionsdescribeapplicationsof this ideain theframework of imageaccess
control.

4. ACCESSCONTROL ON RESOLUTIONS

In thissection,wepresentamethodthatallowsapreview of low resolution(s)of animage,whilst preventingthecorrectdisplay
of its higherresolutions.Theideais to introducea pseudo-randomnoisein thehigh frequenciessubbands(i.e. scramblingof
high resolutions),suchthat the decodedimageappearsvery distortedfor a decoderthat doesnot know how to remove this
noise.
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Figure7. Algorithm for imageaccesscontrolby resolutionscrambling.
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Figure 8. Resolutionprogressive decodingof a codestreamwhich hasbeenscrambledstartingfrom resolution1. (a) Autho-
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4.1. Pseudo-randominversion of coefficientssigns

To scramble the high resolutionsof the image,we add a known noiseto the wavelet coefficients that belongto the high
frequenciessubbands(i.e thehighresolutionlevels). In orderto haveaverysimplealgorithm,we inversepseudo-randomlythe
signsof thecoefficientsin eachcode-blockasdepictedin Figure7. Note that this methodmodifiesonly themostsignificant
bit-planeof thecoefficientsandcanbeperformedon-the-flyduringtheentropy coding.

In our experiments,we have useda pseudo-randomgeneratorbasedon a linearcongruentialformula2\2 andcharacterized
by its seedvalue.Thus,for eachcoefficient,a new pseudo-randomvalueis generatedandcomparedwith a densitythreshold.
If thepseudo-randomvalueis greaterthanthethreshold,thesignis inverted,if not thesignis left unchanged.

This operationis repeatedwith all coefficients(scannedin rasterorder)andin orderto improvethesecurityof this scram-
bling technique,we useda differentseedin eachcode-block.Then,to communicatetheseseedsto the authorizedusers,we
encryptedthem,andput theencryptedvaluesat theendof thecorrespondingbit streams(samemethodasin section3 for the
hashvalue).
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Figure9. Algorithm for imageaccesscontrolby layerscrambling.
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4.2. Results

Figure8 sketchestheresultsobtainedby scramblingresolutions1 to 3 (resolution0 is left intact)of animagethatis compressed
with threewaveletdecompositionlevels. We observe the qualitiesof the decodedimageswhendisposingof theseedor not.
Naturally in both cases,the first resolutionis identically reconstructed,becauseno noisehasbeenintroduced.However, for
higherresolutions,theerrorincreasesbetweenthetwo correspondingimageresolutionsandthedistortionobtainedwithout the
seedbecomesincreasinglyvisible.

A typical applicationfor this methodwould be thebrowsingof a databaseof JPEG2000imageswherea certainnumber
of high resolutionswould have beenscrambled.There,theclient couldselectanimage,downloadit, but would not beableto
correctlydisplayit beforegettingthepublickey of theencrytiontechniquenecessaryto retrieve therandomgenerator’sseeds.

Finally it is worth pointingout that the sameinformation(i.e. codestream)is sentto all users,authorizedor not. Conse-
quently, thesecurityof imageis mainlyensuredby theencryptiontechniqueusedfor theseeds.

5. ACCESSCONTROL ON LAYERS

This sectionprovidesfor anaccesscontrolon imagequalities.Here,theideais to introducethepseudo-randomnoisedirectly
in somelayersof the image. Theadvantageof this methodis that it canbeapplieddirectly on thebit stream(andnot in the
waveletdomain).Finally with this method,anunauthorizedpartywill beableto displaya roughquality of the imagebut this
imagewill containtoo muchdistortionto beprintedor furtherused.

5.1. Scrambling of last layers

Usingthesamemethodasfor imageresolutionscrambling,wepseudo-randomlyinvertthebits in thecoding-passescodewords
belongingto the last layers.For this, we usethesamekind of pseudo-randomgeneratoridentifiedby its seedandwe put the
encryptedversionof theseedat theendof thebit streamasdepictedin Figure9.

5.2. Results

Figure10 illustratetheapplicationof theproposedmethodon a codestreamthatcontainsthreelayers.We observe thevisual
quality of the decodedimageswhenthe scramblingmethodhasbeenappliedon the last layer, on the two last layersandon
every layer. As expected,thevisualquality decreaseswith thenumberof scrambledlayers.Notethatin practice,wehavealso
to indicateto thedecoderhow many layershave beenscrambledby our technique.Furthermore,we canimagineapplications
wherethe numberof scrambledlayersdiffers from onecode-blockto another, andconsequentlyapplya finer control on the
distortionintroducedin thefinal image(whendecodingwithout knowing theseeds).Likewise,aslayersfollowing scrambled
oneswill not be correctlydecoded,even if they arenot scrambleditself (becauseof the arithmeticdecoding),we canalso
scrambleintermediatelayersandleft intactthefirst andlastones.

Finally, asfor thepreviousmethod,it is worthpointingout thateveryuser(authorizedor not) receivesthesamecodestream
andcanretrieve theoriginaldataassoonasa publickey for decryptionis provided.
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Figure 10. Layerscramblingof a codestreamwherethreelayershave beendefined.Decodingby anunauthorizedparty (a)
Original image.(b) Third layeris scrambled.(c) Secondandthird layerarescrambled(d) All thelayersarescrambled

(a) (b)

(c) (d)
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CONCLUSIONS

In this paper, we have presentedtools for authenticationandimageaccesscontrol. Theseareall basedon the fact that, by
construction,theJPEG2000codestreamallows insertion(hiding) of informationaftereachcoding-passtermination.Conse-
quently, in the framework of imageauthentication,onecanhide an encryptedversionof eachcode-blockbit stream’s hash
value. Likewise, by combiningthis techniquewith an imageresolutionscramblingor with a layer scramblingprocess,we
have shown that it is possibleto easilybuild anefficient tool for imageaccesscontrol. Finally it hasbeenshown thatall these
techniquescanbedirectly integratedin JPEG2000encodersanddecoders,withoutbreakingthecompliancewith thestandard.
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