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ABSTRACT

Transmissiomndexchangeof digitalimageswith friendsandcustomerss becomeavery simpletaskthanksto thedevelopment
of the communicatiometworks andthe tools built aroundthem. Unfortunately suchoperationsbecomedelicatewheneer

image securityis required,typically for commercialapplicationsor protectionof proprietarydata. Solutionsassociatedo

dataencryptionalreadyexist but areusuallycomple< anddo not take into accountthe specificitiesof images generallyunder
a compressedorm. The Joint PhotographidExpertsgroup hasrecently createda new still image coding standardcalled
JPEG2000.It presentainefficientcompressioschemeaogethemwith supporiof functionalitiesrequiredby todayandtomorron

applicationgprogressie decodingyegion of interest...).

By consideringthe JPEG2000 algorithm, we are presentingools for imageauthenticatioror accesontrol (on image
resolutionsand qualities). Thesetechniquesan be appliedon JPEG2000 codestreamsr directly integratedinto the cod-
ing/decodingoperationsandare mainly basedon modificationandinsertionof informationin the bit stream. The resulting
codestreameemaincompliantwith the standard Moreover, they allow imagesideinformationretrieval and/orpreventuseby
unauthorizegarties.

Keywords: JPEG2000,imageauthenticationaccessontrol,compressedomain,waveletdomain,encryption digital signa-
ture

INTRODUCTION

With the expansionof the communicatiometworks, it appearselevantto developtools to authenticateitherthe integrity of

the dataor the degreeof control from an end-user Somerequirementsare very importantfor applicationswherea digital

imagehasto be sentto anend-userFirst, the usershouldbe ableto verify the origin of thereceveddata. Secondthe sender
generallywantsto ensurethat the datawill not be usedby an unauthorizedbarty. Moreover, for efficient transmissiorand
storaggpurposesimagesaregenerallysentundertheir compressefbrm. A new still imagecompressiostandardJPEG2000,
hasbeendefinedrecently to beusedin variousmultimediaapplications.This standarchasbeendevelopedin orderto integrate
featuremeededy todayandtomorrav applicationggoodquality athighcompressiomatios,scalability Region of Interest,...),
andthataregenerallyeithermissingor notwell coveredin existing codingalgorithms?

This paperproposesne authenticatiorand two accesscontrol techniqueghat can be easily integratedin a JPEG2000
codecwhile remainingcompliantwith the standard.

In thefirst sectionof this paperaredetailedthe requirement®f the proposedechniquesThen,section2 briefly describes
the key pointsof the JPEG2000baselinealgorithm. Section3 presentghe authenticatioralgorithm. The two next sections
describethe accesontroltechniquesn imageresolutionsandlayersrespectiely. Finally, conclusionsaredrawn in thelast
section.
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1. REQUIREMENTS

As mentionedabore,theproposedechniquesredesignedo satisfytheneedsf applicationgealingwith secureligitalimage
transmissionMore preciselywe areconsideringscenariosvherea digital imagehasto be sentfrom its ownerto anauthorized
end-user

Suchapplicationamostly make useof variousencryptiontechniqueswhereanimageis generallyencryptedvith a private
key, andsentto an userthatownsthe public key necessaryo decryptit. Thesetechniquesregenerallyvery robust,but with
thecostof usingcomplex algorithms.Lik ewise, they usuallydo nottake into accounthepropertiesof thedataandits encoding
algorithm,hencepreventingfeaturessuchasrandomacces®r imageprogressie decoding.

Thefollowing requirementsvereidentifiedandusedduring the techniquegresentedhn this work:
Theauthenticatiorshouldidentify ary attackmodifying the valuesof theimagecoeficients.
Theaccesgontrolshouldallow partialvisualizationof theimagecontent(i.e. low resolutionor quality).
Theaccesgontrolshouldefficiently preventunauthorizegartiesto accesshe protectediata.
Theproposedechniquenustremaincompliantwith the JPEG2000algorithm.

Theproposedechniqueshouldpresere theimagequality andthe compressiomperformance.

o g ~ w NP

Theproposedechniqueshouldbedirectly integratedin a JPEG2000codecwithout significantcomplexity overhead.

Thefirst requirementmpliesthatthe authenticationiechniques shouldnot be sensibleto manipulationghatpresere the
valuesof the coeficients. For instance transcodingghat modify the progressiormodeof a JPEG2000 codestreanor that
discardimagehigh resolutionsmustnot be detectedy the proposedalgorithm. Requirement®, 3 and4 signify thatall users
shouldbe ableto decodethe compresseimage,but only authorizedonecanaccesdo the original data. Finally, requirements
5 and6 indicatethatthe proposedechniquesanbe appliedduring the imageencodingand/ordecodingproceduregeitherin
thewaveletdomainor on thebit stream)while not decreasinghe performanceandthe featuresof thecodec.

2. JPEG 20000OVERVIEW

The JPEG2000 standardhasbeencreatedby the Joint PhotographicExpertsGroup (JPEG),also denominatedas ISO/IEC
JTC1SC29/WG1.Currently it definesseven partsdealingwith the differentaspectf the standard Although at the time of
thewriting of this paper only thefirst parthasreacheahelevel of InternationalStandard|S), the currentlydefinedpartsare:

e Part1: Baselinemode(coresystem):

e Part2: Extensionsgoveringspecificapplications’

e Part3: Motion JPEG2000.

e Part4: Conformanceandcompliance.

e Part5: Referencesoftware.

e Part6: Compoundmagesfile format.

e Part7 (calledpart8in thespecification):.JPEG2000hardwarereferencecode.

In this paper we are essentiallyconcerneddy the first part of the standard althoughthe proposedechniquesarelikely
to be extendedto the otherparts. JPEG2000part 1 only definesthe decodingalgorithmaswell asthe codestreansyntax.

Neverthelessand for the purposeof a clear presentationwe describea genericencodingalgorithmin this section. More
informationanddetailscanbefoundin the descriptionof the standard.

A typical JPEG2000part1 encodingalgorithm(seeFigure 1) typically accomplishe$our operations\Wavelettransform,
embeddedcalarquantization.entropy encodingand codestreantuilding (i.e rate-allocation).The remainderof this section
briefly describeseachof theseoperationsin order to facilitate the understandingf the authenticationand accesscontrol
methods Notethatsomeothermodules suchasregionof interesiscaling? arenotrepresentetierebut canbepresenin more
sophisticate@ncoders.
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Figurel. Typical JPEG2000encoder
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Figure2. Imagein thewaveletdomainafterthreelevelsof decompositionBy usingsubbandsnformationin theorderL L,
(HLs,LH3,HH3), (HLy,LH,HH>) and(H L,,LH,,H H,), it is possibleto reconstructesolution,1,2and3 of theimage
respectiely.

Resolution 0 Resolution 1 Resolution 2 Resolution 3
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LH,y HH, LH, HH, LH; HH, LHy HH

2.1. Wavelet Transform

During a first step,the imageis decomposedhto wavelet subbandsby applyinga 1-D DiscreteWavelet Transformscheme
(1-D DWT), successiely on the rows andthe columns? JPEG2000part 1 actuallysupportswo filter banks,corresponding
bothto biorthogonalwaveletbases.Thefirst is basedon Daubechie®©x7 waveletfilters® andis usedfor lossycompressions,
becausef its goodperformancest high compressiomatios. The seconds basedn Le Gall 5x3 waveletfilters” andprovides
for losslessompressionthanksto its rationalfilters coeficients.

Thankgo this multi-resolutioranalysisijt is possibleo accesg&ndwork only in certainresolutionof animage.As depicted
in Figure2, thelowestimageresolutioncorrespondso theLL waveletsubandLow horizontalandLow verticalfrequencies).
The secondmageresolutionis reconstructedby addingthe informationof the HL (High horizontalandLow verticalfrequen-
cies),LH (Low horizontalandHigh verticalfrequenciesandHH (High horizontalandHigh verticalfrequenciessubbandef
thelastdecompositiorevel. Likewise,onereconstructshe highestimageresolutionfrom the lastbut oneresolutionandthe
HL, LH andHH subband®f thefirst decompositiorevel.
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Figure 3. Sign-magnitudeepresentatioof a coeficient. The signis locatedin the Most SignificantBit (MSB) anddirectly
followedby the absolutevalueof the coeficient’s magnitude.
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Figure4. Arithmetic encodingof code-blocks bit-planes.Thebit-planesareprocesseth a maximumof threecoding-passes
that generatecodevords. The resultingbit streammustbe terminated at least, after processinghe last bit-plane. The last
terminationmarlker is eitherimplicit or explicit
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2.2. EmbeddedScalar Quantization
Thesecondstepin a JPEG2000compressiolis a scalarquantizatiorof thewaveletcoeficientsaccordingheformula:
|lw(s, i, ]| |

A

wherew(s, 1, j] andw,([s, 1, j] aretheun-quantizedandquantizedvaveletcoeficientsatlocation(i,5) in subband, A; is the
guantizatiorstepsizeof subband, sign(x) givesthesignof coeficientz, and|z] is thefloor function(i.e. largestintegernot
exceedingr).

wll[s7i7j] = Slgn(U)[S,Z,]]) * |_

1)

This operationreduceghe precisionon the coeficientsandis obviously not appliedin the caseof alosslessompression.
Neverthelessit is worth pointingoutthat,from this step all thecoeficientsmustbeusedn their sign-magnitudeepresentation,
assketchedn Figure3. Notethatin thisrepresentatiorthe magnitudeof the coeficientsis shiftedupwardthe Most Significant
Bits (MSB'’s), andmay befollowedby fractionalbits usefulto eitherestimatethe distortionduringtherate-allocatiorproces$
or to scalecoeficientsin ROI scalingmode?

2.3. Entropy Coding

The entropy codingis performedinside rectangulargroupsof wavelet coeficients called code-blo&s. In eachcode-block,
the coeficientsin sign-magnitudeepresentatioareprocessedrom the mostsignificantmagnitudebit-planetoward the least
significant. Furthermorejn eachbit-planethe bits are scannedn a maximumof threepasse<alled coding-passesFinally,
during eachcoding-passthe scannedits with their contet value are sentto an adaptve arithmeticencoderthat generates
the code-blocks bit stream. The whole operationis summarizedn Figuret. More detailscanbe foundin the descriptionof
JPEG2000part1.!

It is importantto notethatthe codevordsgeneratedby the arithmeticencodemustbe (atleast)terminatedat theendof the
lastbit-plane(the standardactuallyallows terminationsafterary coding-pass)During this terminationprocedurethe content
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Figure5. Layersbuilding from code-blocksoding-passesodavords
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of thearithmeticencoders registersis flushedinto the bit streamwhichis thenendedby anexplicit or animplicit termination
marker (i.e. atwo-bytesvaluegreaterthanOxFF8F).In thelattercase no suchmarkeris effectively written into the bit stream,
basedn thefactthatthe arithmeticdecodermutomaticallyaddssucha marker whenit reacheghe endof the bit stream.

2.4. Codestreambuilding

This last procedurecarriesout the creationof the so-calledlayers, aswell asthe generationof the final codestream.The

JPEG2000layersroughly standfor successie qualitiesat which a compresseémagecanbe optimally reconstructedThese
layersarebuilt duringa rate-allocatiorprocesgshatcollects,in eachcode-blocka certainnumberof coding-passesodevords
(seeFigure5). Hence,in a code-blockthe bit streamis distributedinto a certainnumberof layers. Note thatthe last bytesof

the bit streammay be discardedyesultingin a higherdistortionfor the reconstructed¢ode-block.Furthermorea code-block
may not contributeto somelayers.Detailson therate-allocatiorprocedurecanbe foundin D. Taubmans paper®

A JPEG2000codestreanfasshavn in Figurel) consistdn aheadefollowedby pacletsof data.In eachpacletappeathe
codevordsof the code-blockghatbelongto a sameimagecomponentimageresolutionandlayer. Thus,apacketcorresponds
to abody, with thecoding-passesodavords,anda headethatcontainsdentificationandinformationaboutthe corresponding
code-blocks.

3. AUTHENTICA TION

As pointedout earlier our goal is to identify the attackson image coeficientsvalues. Sincea modificationin the spatial
domaintranslatesnto a modificationof waveletcoeficients,it turnsout that,in the JPEG2000framework, the authentication
procedurecanbe appliedin the waveletdomain. Note that, dueto the space-frequenclocalizationof waveletbasesit is still
possibleto determinethe positionof aneventualattackfrom the waveletdomain.

In ourschemewe proposeanauthenticatiomf code-blocksbit stream.Indeed amodificationof somewaveletcoeficients
in a code-block generallyimpliesthe generatiorof differentbit stream.Hence we will considerasnegligible ary attackthat
doesnot modify the code-blocks bit stream.Suchanattackcanbe,for instancea redistribution of the code-block$ bit stream
amongthelayers,or amodificationof waveletcoeficientsvaluesthatis lessthanthe quantizatiorstepsize.

Fromtheseconsiderationsywe have designeda schemethatfirst computesa digital signature(i.e hashvalue)of the code-
block’s bit stream. The originality of the proposedmethodis in the inclusion of this hashvaluedirectly in the bit stream.
More specifically we usethe factthatarny bytein the bit stream,appearingbehinda terminationmarker, will not be readby
a compliantJPEG2000entropy decoder Consequentlythe proposedauthenticatiortechniquecorrespondso the threesteps
describedelow.

3.1. Code-block’s bit streamhashing

In our method we have usedthe SecureHashAlgorithm (SHA?) in orderto generateligestsfor the code-blockit streams.
Note thatary otherhashfunction (MD2, MD4, MD5, ...) could alsobe usedin our authenticatioralgorithm. The choiceof
sucha function dependon the applications requirementssuchasthe difficulty to retrieve the bit streamcorrespondingdo a
hashvalue, the algorithm simplicity, or theinfluenceon compressiomperformancgbecausdhe hashvalueis insertedin the
codestream)Thus,by applyingthe SHA algorithmonthebit streamsye generataligital signaturesvith afixedlengthof 160
bits percode-block.
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Figure6. Code-blocksbit streamauthenticatiorscheme
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3.2. Hashvalue encryption

In a secondstep,we wantto avoid thatthe hashvalue canbe replacedafter an attack,disablingthusary authentication.In
this purposewe encrypteachhashvaluewith a public-key cryptosystensuchasthe Rivest, Shamir and Adlemanalgorithm
(RSA!%). Again, ary othercryptosystentanbe usedin the framewvork of our method,dependingon the requirement®f the
application.In any case atthe endof this operationwe endwith the encryptechashvaluesof all code-blockdit streams.

3.3. Encrypted hashvalue insertion in the bit stream

By constructionthe arithmeticdecoderstopsreadingbytesfrom the bit streamwhenit encounters terminationmarker (i.e.
atwo bytesvaluegreaterthanOxFF8F).This interestingfeatureis usedhereto add someextra bytesin the bit streamwithout
affecting the arithmeticdecodingprocess.Indeed,ary addedbyteswill be skippedby JPEG2000compliantdecoders.The
only precautiorto take is the numberof addedbytessincethis increaseshe codestreanbit-rate.

In our method,we appendthe encryptedhashvalue at the end of the correspondingoit stream. However, becauseof
possibleuseof implicit terminationmarkers,we have first to ensurethat the lastterminationmarker is effectively writtenin
the bit stream,beforeaddingthe encryptedsignature. Note that thanksto the position of the hashvaluein the codestream,
any JPEG2000compliantdecoder(not awareof the authenticationmethod) will skip thevalueandwill perfectlydecodethe
compressedmage.Thisis why the proposednethodclaimsJPEG2000compliance.

3.4. General considerations

The global authenticatiorsystemis summarizedn Figure 6. This operationis donebetweenthe entrofy coding and rate-
allocationproceduref a JPEG2000 compression.At the decoderside, we retrieve first the code-blocks bit stream,and
isolatethe bytesbeforetheterminationmarker (i.e. coding-passesodevords)from thoseafterthis marker (i.e encryptechash
value).Finally, we recomputehe newv hashvalueof the codavordsandcomparet with thedecryptedone. Notethatanattack
is detectedvhenthe encryptedhashvalueis missingor whenit is not the one generatedrom the precedingbytesin the bit
stream.

Althoughthe JPEG2000standardhllows severalterminationgnsidea samecode-blockbit stream only the lastis usedin
our scheme.Thisis to limit the codestreanbit-rate overhead 160 bits per code-blockand pertermination)andalsoto avoid
beingsensitve to modificationsof the code-blocksontributionsto layers(i.e. layerre-allocation).

As pointedout earlier, the originality of the proposedauthenticatioralgorithmresidesin the placewherethe encrypted
hashvalueis put. Thus,ary otherhashingandencryptionalgorithmscanbe usedat the placeof the proposedSHA andRSA
techniques.

Finally, it is worth pointing out that the idea of inserting (hiding) someextra bytesafter codavord terminationcan be
extendedio may otherapplications.Thetwo next sectionsdescribeapplicationsof thisideain the frameawork of imageaccess
control.

4. ACCESSCONTROL ON RESOLUTIONS

In this sectionwe presenamethodthatallows a preview of low resolution(spf animage whilst preventingthe correctdisplay
of its higherresolutions.Theideais to introducea pseudo-randomoisein the high frequenciesubbandsgi.e. scramblingof
high resolutions),suchthat the decodedmageappearsrery distortedfor a decoderthat doesnot know how to remove this
noise.
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Figure7. Algorithm for imageaccesgontrolby resolutionscrambling.
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Figure 8. Resolutionprogressie decodingof a codestreamvhich hasbeenscrambledstartingfrom resolutionl. (a) Autho-
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4.1. Pseudo-randominversion of coefficientssigns

To scramblethe high resolutionsof the image, we add a known noiseto the wavelet coeficients that belongto the high
frequenciesubbandsi.e the highresolutionlevels). In orderto have avery simplealgorithm,we inversepseudo-randomlithe
signsof the coeficientsin eachcode-blockasdepictedin Figure7. Notethatthis methodmodifiesonly the mostsignificant
bit-planeof the coeficientsandcanbe performedon-the-flyduringthe entrogy coding.

In our experimentswe have useda pseudo-randomgeneratoibasedon a linear congruentiaformulal! andcharacterized
by its seedvalue. Thus,for eachcoeficient,a newv pseudo-randonaalueis generatendcomparedwvith a densitythreshold.
If thepseudo-randomaalueis greaterthanthethresholdthesignis inverted,if notthesignis left unchanged.

This operationis repeatedvith all coeficients(scannedn rasterorder)andin orderto improve the securityof this scram-
bling technigue we useda differentseedin eachcode-block. Then,to communicatdaheseseedso the authorizeduserswe
encryptedhem,andput the encryptedvaluesat the endof the correspondindpit streamgsamemethodasin section3 for the
hashvalue).
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Figure9. Algorithm for imageaccesgontrolby layerscrambling.
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4.2. Results

Figure8 sketchegheresultsobtainedoy scramblingresolutionsl to 3 (resolution0Q is left intact)of animagethatis compressed
with threewaveletdecompositiorevels. We obsene the qualitiesof the decodedmageswhendisposingof the seedor not.
Naturally in both casesthefirst resolutionis identically reconstructedpecausao noisehasbeenintroduced. However, for
higherresolutionsthe errorincreasedetweerthetwo correspondingmageresolutionsandthedistortionobtainedwithout the
seedhecomesncreasinglyvisible.

A typical applicationfor this methodwould be the browsing of a databasef JPEG2000imageswherea certainnumber
of high resolutionswould have beenscrambled.There,the client could selectanimage,downloadit, but would notbe ableto
correctlydisplayit beforegettingthe public key of the encrytiontechniquenecessaryo retrieve therandomgeneratoss seeds.

Finally it is worth pointing out thatthe sameinformation(i.e. codestreamis sentto all users,authorizedor not. Conse-
guently the securityof imageis mainly ensuredy the encryptiontechniqueusedfor the seeds.

5. ACCESSCONTROL ON LAYERS

This sectionprovidesfor anaccessontrolonimagequalities.Here,theideais to introducethe pseudo-randomoisedirectly
in somelayersof theimage. The advantageof this methodis thatit canbe applieddirectly on the bit stream(andnotin the
waveletdomain). Finally with this method,anunauthorizegarty will be ableto displayaroughquality of theimagebut this
imagewill containtoo muchdistortionto be printedor furtherused.

5.1. Scrambling of last layers

Usingthesamemethodasfor imageresolutionscramblingwe pseudo-randomlinvertthebitsin the coding-passesodavords
belongingto the lastlayers. For this, we usethe samekind of pseudo-randorgeneratoidentifiedby its seedandwe put the
encryptedversionof the seedat the endof thebit streamasdepictedn Figure9.

5.2. Results

Figure 10 illustratethe applicationof the proposednethodon a codestreanthat containsthreelayers. We obsene the visual

quality of the decodedmageswhenthe scramblingmethodhasbeenappliedon the lastlayer, on the two lastlayersandon

everylayer. As expectedthevisualquality decreasewith thenumberof scrambledayers.Notethatin practice we have also

to indicateto the decodethow mary layershave beenscrambledoy our technique.Furthermorewe canimagineapplications
wherethe numberof scrambledayersdiffers from onecode-blockto another andconsequentlyapply a finer control on the

distortionintroducedin the final image(whendecodingwithout knowing the seeds) Lik ewise, aslayersfollowing scrambled
oneswill not be correctlydecodedgevenif they are not scrambledtself (becauseof the arithmeticdecoding),we canalso

scrambldntermediatdayersandleft intactthefirst andlastones.

Finally, asfor the previousmethod,it is worth pointingoutthatevery user(authorizedor not) recevesthe samecodestream
andcanretrieve the original dataassoonasa public key for decryptionis provided.
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Figure 10. Layerscramblingof a codestreamvherethreelayershave beendefined. Decodingby anunauthorizedarty (a)
Originalimage.(b) Third layeris scrambled(c) Secondandthird layerarescrambledd) All thelayersarescrambled
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CONCLUSIONS

In this paper we have presentedools for authenticatiorandimageaccesscontrol. Theseareall basedon the fact that, by
constructionthe JPEG2000 codestreanallows insertion(hiding) of informationafter eachcoding-passermination. Conse-
qguently in the framavork of imageauthenticationpne can hide an encryptedversionof eachcode-blockbit streams hash
value. Likewise, by combiningthis techniquewith animageresolutionscramblingor with a layer scramblingprocesswe
have shawvn thatit is possibleto easilybuild an efficienttool for imageaccessontrol. Finally it hasbeenshowvn thatall these
techniquesanbedirectly integratedin JPEG2000encodersanddecoderswithout breakingthe compliancewith thestandard.
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