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B Hacrosimee BpeMs MEpPCIIEKTUBHBIM HATPABICHUEM SBJISACTCS (OPMHUpPOBAHUE TPeOOBaHHUIA 0E30IacCHOCTH
WHPOPMAIMOHHBIX TEXHOJOTHA B BHAC MNpoQWICH 3alluThl, CTPYKTypa KOTOPHIX pErJaMEHTHpPOBAaHA B
MexxayHapoaHoMm crangapte ISO/IEC 15408-99 «Kputepnu oreHKH 6e30MacHOCTH MH(OPMALMOHHBIX TEXHOJIOTHI
(ucropuuecku ciuoxuBIIeecs HazBaHue — O0mue kpurepun) /1/.

[poduns 3amurer (I13) ompenensier He3aBHCHMMO BBINOJNHSAEMBIH Habop TpeboBaHUH Oe€30MaCHOCTH
uHpopmanmonHoir Texuonormu (MUT) s ompeneneHHOW KaTeropuu OOBEKTOB OICHKHA. Takue OOBEKTHI
TIpeTHa3HaYeHBI U yIOBJIETBOPEHUST MOTPEOHOCTE MHOTHX ToJib3oBareseit 6ezonmacuoit UT. [Tomp3oBaTenn MoryT
camu popmuposats [13 winu ncnons3oBath uMeromuecs [13, 9ToOsr chopmymupoBath TpedoBanus O6ezonacHocTd UT
JUTL KOHKPETHOTO OOBEKTa OIIEHKH.

Jst apdextuBHOTO pernieHus npodiaeMbl odecredeHnss HHGOPMAIMOHHON Oe30macHOCTH pu paspabortke [13
m3nenwii U'T HeoOXoauMO BBISIBIICHHE BCEX yIpo3 aKTHBaM JaHHbBIX uanemuid UT.

ITox yrposzoit UT (dakropom, BO3NCHCTBYIONMM Ha WH(QOPMAIMIO) TIOHUMAETCS SBJICHHE, NEHCTBHE MIIN
MpoIIecC, PE3yJIbTAaTOM KOTOPOTO MOTYT OBITh YTEUKa, HCKAXKCHHUC, YHHUYTOXKCHUC 3alluIacMoil HH(OpMAIWy,
OJIOKMpOBaHME TOCTYNA K HEH /2/.

BrisBiieHue u aHanu3 yrpo3 0€30MacHOCTH MTPAIOT BaXKHYIO POJIb pU (GopMuUpoBaHHY Lieiell U TpeOoBaHUit
0€e30I11acHOCTH.

Pe3ynbraToM BBISBICHUS YTPO3bI OC30MACHOCTH SBISIETCS MOOEIb YepO3bl.

Modens yzpo3st — 310 dopManIbHOE, MOTy(hopMaIbHOE WM HeQOpMaIbHOE OMHMCAHWE >KU3HEHHOTO ITHKIIA
YIpO3bl; HAIlPaBIEHHOCTH YIpO3bl; UCTOYHUKA yrpo3bl; cucteMbl UT, moasep:kennon yrpose; UT- u ne-UT-cpenpr
cucremsl WT; axTuBOB, TpeOYyIOMMX 3alIWTH; METOAOB, CIIOCOOOB U alNTOPUTMOB pEAJTH3aLUU  YTPO3H;
HEeXeJIaTeIbHBIX COOBITHI; aHAJIN3a PUCKOB | PIa JPYTUX aCIIEKTOB.

B pesynprare ananmmsa TpeboBaHuit OOHmIMX KpUTEpHEB IO MPEACTABICHHIO Yrpo3 Obuta pa3paboTana
cieayrolas CTpyKTypa IpecTaBieHust Mojieseit yrpo3 aktuam cuctem UT.

v
1. MapxupoBka
KitoueBoit cumBon T (ot anrmmiickoro “Threat” - yrposa)
1.1. Koa yrpo3sl T.XXX YYY.ZZ,
rae XXX — koj kinacca yrpo3 (onpeaensiercst Buaom O0);
YYY - ko cemeiicTBa yrpo3 (ompeaensercs KIacCH()UKaIMOHHBIM MPU3HAKOM YTPO3HI);
7.7, — HOMep yTpo3bl B CEMENCTRE.
1.2. HaumenoBaHue yrpo3sl *
rje * - mpoON3BOJILHOE KOJUIECTBO CUMBOJIOB (TIEPEMEHHAS Ll14).
2.  HcTouHHK yrpo3bl

2.1. Tun ucroynnka #

rae # - nudpa (mudpoBas CUMBOIILHAS TTIEPEMEHHAS 0l)), OMPEICIIIONAs TUIl UCTOYHUKA TIO0 €r0 CBS3U C

JICHCTBUSIMH YEITIOBCKA!

1 — cBs3aH CO 3JI0HAMEPCHHBIMU JICHCTBHUSAMH YCIIOBCKA;

2 — CBSI3aH C IPYTUMHU JCHCTBUSIMH Y€IOBEKA;

3 — He CBsI3aH C ICHCTBHUSAMU YEIIOBEKA.

2.2. Tum UCTOYHUKA O €T0 3aMHTEPECOBAHHOCTH B KOMIIPOMETAIIUH aKTUBOB * (paccCMaTpUBACTCS, SCIU THIT

HUCTOYHHKA - 1)

rae * - IPOW3BOJBHOE KOJIMYECTBO CHMBOJIOB (TIEPEMEHHAS |ly), OMPEACIIIONiasi WUCTOYHHUK YTPO3HI I10

JIOOBIM TTPHYHHAM.

2.3. Tum uCTOYHMKA TI0 YIIOJIHOMOUYEHHOMY nocTyiy kK U T-cucreMe, B KOTOPOH XpaHsTCs, 00pabaThIBAIOTCS

1 TIepeIaloTCs aKTUBBI * (paccMaTpHUBAETCs, €CIIM THUI HCTOYHHKA - 1)

rae * - IpoOW3BOJBHOE KOJHMYECTBO CHMBOJIOB (TIEpEMEHHAs |[ly), OMPENeNIonias UCTOYHUK YTPO3BI I10

3aHUMAEMO¥ TOJDKHOCTH HUJTH TI0 €T0 MOJIOKCHHIO.

2.4. Tvun UCTOYHHKA TI0 YPOBHIO MPAKTHYCCKUX HABBIKOB PEaM3aluu YTPO3bI

<#, *> (paccMaTpUBaeTCs, €CIIHM THIT UICTOYHHKA - 1),

rae # - mudpa (uudppoBast CUMBOIBHAS IEPEMEHHAS Ol4), ONPEICIISAIONIAsl YPOBCHb MPAKTUYCCKUX HABBIKOB

peanu3aiyy yrpossl:

1 — HUBKU;

2 — cpenHuit;

3 — BBICOKMIA;

4 — HeolpeeIeHHbIN;

* - TIPOM3BOJIBFHOE KOJIMYECTBO CHMBOJIOB (IIEPEMEHHAS |[ly4), NCTIONB3YEMBIX ST HEPOPMAaIHHOTO OTHCAHHS

MIPAKTUYECKUX HABBIKOB PEaU3aIX YTPO3HI.

@2001, anekTpoHHas Bepcus nogrotossieHa 3A0 ABTIKC Cankr-lMeTtepbypr, http://www.autex.spb.ru
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3.

2.5. Tun UCTOYHWKA TIO HAJMYWIO MAHCOB (OJIATONPHUATHBIX BO3MOXHOCTEH) peaim3allii yrpo3el <#, *>
(paccMaTtpuBaeTCs, €CJIM THIT ICTOYHUKA - 1)

rae # - mudpa (mudpoBass CUMBOJILHAS TIEPEMEHHAS 0Oys), OMPEIENSIONIas HATUIHe IAHCOB peaTr3aIiui
YTPO3EIL:

1 — MaJI0BEpOSITHO;

2 — BEpOSITHO;

3 — OoJbINast BEPOSITHOCTH;

4 — He OIpeNesIeHO;

* - TIPOM3BOJIBHOE KOJIMYECTBO CHMBOJIOB (IIEPEMEHHAS |l)5), UCIIOIB3YyEMBIX JUIl HE(DOPMAaIbHOTO WK MOy
(hopMaTEHOTO ONMCAHUS IAHCOB PEANTU3AIUH YTPO3BL.

2.6. Tun ucrouHuka Mo pacnojoxkeHuto oTHocutenbHo UT-cuctemsr #

rae # - nudpa (mudpoBas CHMBOIIEHAS TIEPEMEHHAS 0lyg), OMPEICIIAIONIAs TUII HICTOYHHUKA 10 PACHIOI0KCHHUIO
oTHOcuTeNpHO U T-cucteMsl:

1 — BHEIIHUIA,

2 — BHYTpEHHUH.

MeTtonbl HanaAeHUs (METOBI PeaTU3allii YIPO3bl)

3.1. TloTeHIMaTbHBIEC YSI3BUMOCTH aKTHBOB *

rae * - TPOW3BOJIBHOE KOJUYECTBO CHMBOJIOB (TIepeMEHHas |l3;), HMCIIOJB3YEeMBIX Uil He(hOpMabHOTO
OIMCAaHHUS TIOTCHIUAIBHBIX YSI3BUMOCTEH aKTHBOB.

3.2. Kanauns! nponukaosenus B UT-cucremy *

rae * - IpOW3BOJBHOE KOJMYECTBO CHMBOJIOB (TIEpEMEHHasi [i3;), MCHOJIB3YEMBIX Ul HE(QOPMaJILHOTO
OIMCaHUs KaHAJIOB MPOHUKHOBeHUs B U T-cuctemy.

3.3. Cnoco0Obl MacKMpOBKH HaraieHus (peannu3anny yrpossl) *

rae * - TPOW3BOJIBHOE KOJUYECTBO CHMBOJIOB (TIepeMEHHas |[l33), HMCIIOJB3YEeMBIX ISl He(hOpMabHOTO
OTIMCAHMUS CIIOCOO0B MaCKHPOBKH HaTIaCHHUS.

3.4. Cnoco0Obl MHANMATH3AIMH HaNlaAeHus (peanu3aiuu yrpossl) *

rae * - TPOW3BOJNIBHOE KOJUYECTBO CHMBOJIOB (TIEpeMEHHAs |l3;), HMCIIOJB3YEMBIX Uil He(hOpMaLHOTO
OTIMCAHMS CIIOCO00B MHUITATI3AINN HATIaICHHS.

4. HexenaTeabHble COOBITHS

5.

4.1. Onucanue HeXeaTeIbHOTO COGLITI/IH, OT KOTOPOT'O AOJI’KHBL OBITE 3alllMIICHbI aKTHBBI *
rac * . MPOU3BOJIBHOC KOJMYCCTBO CHMMBOJIOB (nepeMeHHaﬂ) IIPOU3BOJIBHOC YHCJIO 3JICMCHTOB 6HOK—CXCMLI,
HCIOJIb3YCMBbIX IJISL He(bopMaJ'H)HOFO OIIMCaHUA CO6I)ITI/I$I, OT KOTOPOT'O JAOJI’KHBL OBITE 3allIUIICHbI AaKTHBBI.

AKTHUBBI, TPEOYIOIIHE 3alUTHI

5.1. Bux aktuBa #

rae # - nudpa (uudpoBasi CHMBOIILHASI IEPEMEHHAS (s ), ONPEACIIAIOIIAs THIT AKTHBA!

1 — cBenenus;

2 — HOCUTEIN CBEICHUM.

5.2. BragenpLpl akTuBa <#, ¥***>

rae # - mudpa (udpoBas CHMBOJIbHAS TIEPEMEHHAS (isy), OTIPEACIISAIONIAs THIT BIIaIebIla aKTHBA:

1 — sBnsieTCS BIAAEIBLEM WM OTBETCTBEHHBIM JIMLIOM U T-cuctemsr;

2 — sBISETCS 00CTYKUBAIONTNM repcoHaioM U T-cucreMsr,

3 — He ABJIACTCS BIACNbIEM, 00CITYKHBAIOIINM MIEPCOHATIOM FIIH OTBETCTBEHHBIM JIUIIOM U T-cuctemsr;
* - IPOM3BOJBHOE KOJTMYCCTBO CUMBOJIOB (TIEpPEMEHHAs |l5,), OMMCHIBAIOIICE BIIa CNIbIa aKTHUBA.

5.3. [lepBUYHBIC aKTUBBI ****

* - MPOW3BOJIHPHOE KOJIMYECTBO CHUMBOJIOB (IIEPEMEHHAS [ls3), ONKCHIBAIOIICE IMEPBUYHBIC AKTHBBI, KOTOPHIC
MOTYT OBITh CKOMITPOMETHPOBAHBI TIPH KOMIIPOMETAITUH UACHTH(DHUITUPYEMOTO aKTHBA.

5.4. Tum akTuBa #

rae # - mudpa (mudpoBas CHMBOJIbHAS TIEPEMEHHAS (is4), OTIPEICIISIONIAs THIT aKTHBA 10 oTHOMIeHHIO kK OO:
1 — BHemHME U pacmnosioxeHHbie BHe npenenoB UT-cpenst UT-cuctemsr;

2 — BHENIHMWE, HO pacnoioxkeHHble B nipeaenax UT-cpeast UT-cucremsr;

3 — BHyTpEHHHE.

5.5. CTemneHb CEKPETHOCTH aKTHBA #

(ucmomnp3yeTcsl, €CIIU B aKTHBA - 1)

rae # - mudpa (uuppoBasi CHMBOIBHAS ICPEMEHHAS Oiss5), ONPEACIIIIONIAs CTCIICHb CCKPETHOCTH aKTHBA.
5.6. KoHpuaeHINaIsHOCTh aKTHBA #

(ucmonp3yeTcsl, €CIIU BUJ[ aKTHBA - 1)

rae # - mudpa (uuppoBasi CHMBOIBHASI IEPEMEHHAS (lsg), OMPEICIAIOmAas KOHOUACHIINATBHOCTh AKTHBA.
5.7. I'pud cekpeTHOCTH aKTHBA #

(ucmonb3yeTcs, eclii BUJI aKTHUBa - 2)

rae # - mudpa (mudpoBas CHMBOJIbHAS TIEPEMEHHAs (is57), OTPEACIIIoNas TpUQ CEKPETHOCTH aKTHBA.
5.8. YpoBeHb BaXKHOCTH aKTHBa TS (DYHKIIMOHUPOBAHHUS OPTaHU3AINN #
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6.

7.

10.

11.

12.

13.

A

rae # - mudpa (mdposas CUMBOJLHAS MEPEMEHHAS 0Osg), OMPEIEIAIONIAs YPOBEHb BaXXHOCTH aKTHBA JUIS
(YHKIIMOHUPOBAHUS OpTraHU3ALINH.
5.9. lonoaHuTENBHBIC CBEICHHS 00 aKTHBE *
* - IPOMU3BOJIEHOE KOJIMYECTBO CHUMBOJIOB (TIEpeMEHHAs |lsg), ONIPEeIIoIee JOMOTHUTENbHBIE CBEICHUS 00
aKTHBE.
Onucanue yrpo3sl
6.1. Onncanue yrpossr *
* - IIPOM3BOJIFHOE KOJMYECTBO CHMBOJIOB (IIEpeMEHHas |lgj), Ompenelsioniee HeGopMaabHOE ONUCAHHE
YTPO3BL.
OTBETCTBEHHOCTH 3a IPOTUBOCTOSHUE YTPO3€
7.1. Tun UCTOYHUKA IPOTUBOCTOSIHUSA YIpo3e #
rae # - mudpa (mdpoBas CUMBOJIBHAS MEPEMCHHAS (l71), ONMPECIIAIONIAs THII UCTOYHUKA TPOTUBOCTOSIHUS
yrpose:
1 — UT-cucrema;
2 — UT-cpena UT-cuctemsl;
3 — He-UT-cpena UT-cucremsr;
7.2. Onrcanne UCTOYHHUKA POTUBOCTOSHUS yrpo3e *
* - IPOM3BOJIBHOE YHCIIO CHMBOJIOB (IIEpEMEHHAS |l7p), OIpeAessioniee HeopManbHOE ONICaHNe HCTOYHHUKA
MIPOTUBOCTOSHUS yrpoO3e€.
AHanu3 pucKoB
8.1. BeposiTHOCTH KOMIIPOMETAIMU aKTHBOB P(Y, z), rae nepemenHas x€ [0,1], y — uaeHTHUINPOBAHHbIH
METO/] HallaJICHUS, Z — HICHTU(UIIUPOBAHHEII aKTUB.
8.2. TocnenctBus moO0To yiepoa, KOTOPhId MOXKET ObITh MPHYUHEH BCICICTBHE KOMIIPOMETALUN AKTHBOB
k
* - TIPOM3BOJIBHOE YHUCIO CHMBOJIOB (IIEpEMEHHAsS |lgy), HCIOIB3YEMBIX ISl HE(HOPMAIbHOTO OIHCAHHSA
MHOCJIEACTBHI.
HanpasneHHOCTb yrpo3bl
9.1. KommpomeTanus akTUBOB ###
e ### - ntndpoBasi CHMBOJIbHAS MTEPEMEHHAS Po;, ONIPEEISIONIAs HAPaBICHHOCTh YIPO3bI.
Onucanne UT-cucremsr *
* - IPOU3BOJILHOE YUCIIO CUMBOJIOB (IIEpEMEHHAs jqn), UCHIOIb3yeMbIX i onrcanue U T-cucremsl.
Ommucanne UT-cpenst UT-cucremsr *
* - IPOU3BOJILHOE YUCIIO CUMBOJIOB (LL110), UCTIONB3YyeMbIX 1t onucanue U T-cpeast UT-cucremsl.
Onucanne He-UT-cpensr UT-cuctemsr *
* - IPOM3BOJILHOE YMCIIO CHMBOJIOB (TIEpEMEHHAs [linp), UCMONb3yeMbIx aist onucanue He-UT-cpenst UT-
CHCTEMBHI.
[Tpuknanueie 3amedanus *
* - NPOW3BOJIFHOE YHCIIO CHUMBOJOB (IIEPEMEHHAS |l39), HCIIONB3YEMBIX UIA TPHUKIATHBIX 3aMEYaHUH,
OTHOCHTEIFHO MCIIOIB30BAHNS MOJCIH YTPO3BL.

Takum 00pa3zoM, CTPYKTypa MPeaCTaBICHUS YIPO3bl JODKHA BKIIOYATh CIICIYIONIHE aCTIeKTH: MApKUPOBKY H

I/IIIGHTI/I(i)I/IKaHI/I}O YIrpo3bl; I/I,HGHTI/I(i)I/IKaIII/IIO HNCTOYHUKA YI'PO3bI; I/I}_ICHTI/I(bI/IKaHI/IIO 00BEKTa 3alIUThI; I/II[CHTI/I(bI/IKaHI/IIO
AKTHBOB (I/IH(l)OpMaIII/II/I nJm pecprOB), MOJABCPIKCHHBIX BO3MOXHOCTU KOMIPOMETALIUU; OIMMUCAHUEC YI'PO3bI;
I/IIIGHTI/I(l)I/IKaIII/IIO METOAOB pfcajin3allui Yrpo3bl; OIMMCAHUEC PE3YJIbTATOB aHa/In3a PHUCKOB; OIIMCAHUC OTAIlOB
JKU3HCHHOI'O IIUKJIA YTPO3bI (3apo>;<zermI, pa3BuTHA, peain3allvi 1 pereHepauHH).

Jlutepatypa
1. Evaluation Criteria for IT Security. ISO/IEC 15408-1: 1999.
2.TOCT 51275-99 «®akTopsl, BO3ACHCTBYIONIHE HA HHPOPMAITHION.
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REPRESENTATION STRUCTURE OF SECURITY THREAT MODEL AT FORMATION OF
INFORMATION TECHNOLOGY PROTECTION PROFILES

Sidak A.
Central research institute of DoD of Russian Federation
34 Tikhonravov street, Moscow area, Yubileyniy, 141080

Now perspective direction is the formation of the information technology (IT) security requirements as
protection profiles, which structure is regulated in the international standard ISO/IEC 15408-99 "Evaluation criteria
for information technology security" (historically usual name - Common criteria) /1/.

Protection Profile (PP) defines an implementation-independent set of security requirements for a category of
Targets of Evaluation (TOEs) that meet specific consumer needs. Such TOEs are intended for satisfaction of needs of
many consumers. The consumers can form or use available PP to formulate the IT security requirements for any
certain TOE.

For the effective decision of information security problem at IT PPs formation revealing all threats to actives
of the given IT systems is necessary.

Under threat of IT (factor influencing the information) the phenomenon, action or process is understood,
which result can be outflow, distortion, destruction of the protected information, blocking of access to it /2/.

Revealing and analysis of security threats play the important role at formation of security objectives and
security requirements.

Result of revealing of security threat to safety is the model of threat.

The model of threat is formal, semiformal or informal description of threat life cycle; orientations of threat; a
source of threat; IT systems, subject threat; IT- and non-IT-environment of IT systems; actives requiring protection;
methods, ways and algorithms of attack (realization of threat); undesirable events; the risk analysis and some other
aspects.

As a result of the analysis of Common Criteria the requirements on threats the following representation
structure of security threat model was developed.

v
1. Marks
Key symbol T (from English “Threat™)
1.1. Code of threat T XXX_YYY.ZZ,
Where XXX - the code of threat class;
YYY - the code of threat family;
77 - number of threat in family.

1.2. Name of threat
2. Source of threat

2.1. Type of a source

1 - is connected to ill-intentioned actions of the man;

2 - is connected to other actions of the man;

3 - is not connected to actions of the man.

2.2. The type of a source on its interest in compromise of actives

2.3. A type of a source on the authorized access to IT system, in which the actives are stored, processed and

transferred

2.4. Type of a source on a level of practical skills of threat realization

2.5. The type of a source on presence of chances of threat realization

2.6. Type of a source on an arrangement concerning IT system
3. Methods of an attack (methods of threat realization)

3.1. Potential vulnerability of actives

3.2. Channels of penetration in IT system

3.3. Ways of masking of an attack (realization of threat)

3.4. Ways of initialization of an attack (realization of threat)

4.  Undesirable events

4.1. The description of undesirable event, from which the actives should be protected
5. Actives requiring protection

5.1. Kind of an active

1 - item of information;
2 - carriers of the items of information.

5.2. Owners of an active

5.3. Primary actives

5.4. Type of an active

1 - external and located outside of limits of IT environments of IT system;
2 - external, but located within the limits of IT environments of IT system;
3 - internal.
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&

10.
11.
12.
13.

5.5. Degree of privacy of an active
5.6. Confidentiality of an active
5.7. Signature stamp of privacy of an active
5.8. Level of importance of an active for organization functioning
5.9. Additional items of information on an active
Description of threat
Responsibility for an opposition to threat
7.1. Type of a source of an opposition to threat
1 —IT system;
2 —IT environment of IT system;
3 - Non-IT-environment of IT system;
7.2. Description of a source of an opposition to threat
The risk analysis
Orientation of threat
The description of IT system
The description of IT environment of IT system
The description of Non — IT- environment of IT system
The applied remarks
A

Thus, the representation structure of threat should include the following aspects: marks and identification of
threat; identification of a source of threats; identification of object of protection; identification of actives (information
or resources), subject opportunity compromise; the description of threat; identification of threat realization methods;
the description of risk analysis results; the description of threat life cycle stages (origin, development, realization and

regeneration).

The literature
1. Evaluation Criteria for IT Security. ISO/IEC 15408-1: 1999.
2. GOST 51275-99 "The Factors influencing the information".




